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PColP Management Console Who Should Read This Guide?

Who Should Read This Guide?

This guide is intended for IT administrators who are installing and using this release of PColP
Management Console to discover, configure, and manage PColP Zero Client and Remote Workstation
Card endpoints.

7" Note: Understanding terms and conventions in HP guides

For information on the industry specific terms, abbreviations, text conventions, and graphic
symbols used in this guide, see Using Teradici Product and Component Guides and the Teradici

Glossary.
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PColP Management Console What's New in this Release

What's New In this Release

PColP Management Console version 23.06 is a release with new features, bug fixes, and security
updates over release 23.04.

© Information on previous releases

For features and release details associated with previous releases of the PColP Management
Console, consult the PColP Management Console Life Cycle Table.

New Features and Changes

* Introduced profile support for individual attached display override in Zero Client firmware 23.01 and
newer
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System Requirements

The PColP Management Console is intended for deployment within a secured corporate network for
the management of PColP endpoints that are internal or external (Enterprise) to the network.

7" Note: PColP Management Console must not be accessible from unsecured networks

The PColP Management Console must only be accessible by endpoints from the open Internet as
described within this guide. Any other exposure to the open Internet is an unsupported use of the
product and will void any warranty.

Management Console Formats

PColP Management Console is released in three formats that feature CentOS 7.9 64 bit as the PColP
Management Console installation 0S. The first called Open Virtual Appliance (OVA) format with
supported hypervisor platforms of VMware ESXi 6.5, 6.7 and 7.0. The second format is the Amazon
Machine Image (AMI) format for services delivered using Amazon Elastic Compute Cloud (EC2). The
third format is RPM which is one standard for Linux Administrators to manage software installations.

Online and Dark Site Packages

RPM formatted versions of PColP Management Console may require additional steps for installation,
upgrades or licensing. Installations and upgrades occasionally require dependency updates to your
Management Console host operating system before using the Management Console RPM.

If you are a Dark Site customer, you must have all the available dependencies installed in the
Management Console host operating system prior to the RPM update.
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The following RPM packages have been provided for download and are included in installation and
upgrade instructions when needed to get you up and running quickly.

* Online dependency package: This package contains PostgreSQL 14.5, Python 3, installation and
upgrade scripts.

- Dark Site package for RPM: This package contains Management Console RPM, PostgreSQL 14.5,
Python 3, installation and upgrade scripts

* For installations that require licensing when there is no internet access see Managing Licenses
Offline.

System Configuration and Requirements

A Update your software to the current release

From time to time, updates may be made available from support, or the developers of CentOS.
While we recommend staying current on releases, it is also recommended that you test updates on
a test system prior to upgrading your production system or back up a snapshot of the PColP
Management Console before running the update.

PColP Management Console requires the following minimum system configuration and requirements:

OVA format AMI format RPM format
* 4 CPUs * 4 vCPUs * 4 CPUs or vCPUs
+ 12 GB RAM + 12 GB RAM + 12 GB RAM
- 62 GB hard - 62 GB hard drive space * 20 GB free hard drive space '
drive space * Recommended instance type: - dependency package (offline and
mb5.xlarge online installations)

* Cent0S 7.9, RHEL 7.9, RHEL 8.6
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Caution: Lowering minimum system requirements

Changing minimum system requirements, such as lowering RAM to 4 GB may produce error
messages such as Waiting for the server to start. Please refresh the page to try again

Minimum requirements help ensure you have the greatest chance for a successful deployment.

Licensing for PColP Management Console

PColP Management Console requires access to the activation server on the Internet, directly on port
443 or via a proxy, in order to activate a license. For more information, please see Managing Licenses

Online.

Port Numbers

The PColP Management Console uses the following ports with both formats:

* Inbound port 443: HTTPS for access to the web interface (administrative interface)

* Inbound port 5172: PColP Management Protocol (management interface)

* Outbound port 5172: PColP Management Protocol required for manual discovery only
* Outbound port 443: HTTPS (licensing interface)

* Inbound port 8080: Redirects port 80 to 8080

* Inbound port 8443: Redirects port 443 to 8443

* Inbound port 22: TCP (for SSH)

Network

* IP Address Configuration

The PColP Management Console supports both pure-IPv4 and pure-IPv6 networks, and can join any
network that is using DHCP. The PColP Management Console also supports static IP addressing.
HP recommends giving the PColP Management Console a fixed IP address, either through a DHCP

-12/473 - © Copyright 2023 HP Development Company, L.P



PColP Management Console Browser Compatibility

reservation or by assigning a static IP address. See Assigning a Static IP Address and Using IPv6

for further details.
* Network Latency

PColP Management Console supports networks with latency under 100 ms.

Browser Compatibility

PColP Management Console supports the release of each browser available at the time of product
release, with the exception of Internet Explorer:

* Firefox
* Chrome

* Microsoft Edge

PColP Endpoint Firmware

HP recommends using the latest version of firmware for PColP endpoints. For the latest information
on current and supported versions, see the HP Support Center for your product page.

7" PColP Management Console requires PColP endpoints have a minimum firmware release
installed

Management Console 20.xx can manage PColP Zero Client firmware 5.x and newer. Check release
notes for any special considerations when managing firmware with Management Console.

1. Minimum 20 GB of FREE disk space dedicated specifically to Management Console use. You can
increase this recommended size by the space necessary for the CentOS operating system and
any other files required on your Linux system. «
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PColP Management Console Overview

Welcome to the PColP® Management Console Administrators' Guide. This documentation explains
how to install and use your PColP Management Console to discover, configure, and manage your
PColP Zero Client and Remote Workstation Card endpoints.

PColP® Management Console manages PColP Zero Clients and Remote Workstation Cards using the
Tera2 chipset. For more information about these PColP endpoints, see the PColP Zero Client
Firmware Administrators’ Guide and Remote Workstation Card Firmware Administrators’ Guide.

7" Support for PColP Zero Client and Remote Workstation Card firmware 4.x and earlier

If you are using PColP firmware 4.x or earlier, the corresponding PColP Management Console is
version 1.x. See PColP Management Console 1.x User Manual for details.

PColP Management Console provides IT administrators with a browser-based console for managing
PColP endpoints. You can quickly provision new endpoints, configure settings, and update firmware.

Based on Teradici's Management Protocol, the PColP Management Console delivers a secure and
reliable way to configure and manage the endpoints in your PColP deployment.

PColP Management Console enables you to organize and manage PColP endpoints and their
configurations in groups. Using PColP Management Console, you can:

* Display the status, health, and activity of your PColP deployment at a glance

* Discover endpoints in a variety of ways and automatically name and configure them

+ Organize endpoints into multi-level groups

+ Schedule firmware and configuration updates to endpoints based on their groups

* Reset endpoints to factory defaults and control their power settings

+ Use custom certificates to secure your PColP system
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PColP Management Console About PColP Management Console Releases

PColP Management Console is packaged in a variety of formats for easy deployment. These formats
are:

+ OVA: An Open Virtual Appliance (OVA) format for quick and easy deployment on a VMware Horizon
ESXi host

* AMI: An Amazon Machine Image (AMI) format for services delivered using Amazon Elastic
Compute Cloud (EC2)

- RPM: Red Hat Package Manager (RPM) format to allow for efficient updates using any one of a
variety of Linux operating system.

About PColP Management Console Releases

PColP Management Console underwent an architecture change since release 2.0 which is not
compatible with all releases of endpoint firmware.

The following information identifies which firmware versions to use with your PColP Management
Console deployment.

* PColP Management Console 3.x and higher manages PColP Zero Clients and Remote Workstation
Cards using firmware 20.01 or higher.

* PColP Management Console 1.10.manages PColP Zero Clients and Remote Workstation Cards
using firmware up to and including 4.9.

+ We recommend using the latest firmware versions available at the time of the Management

Console release.

PColP Management Console Recommended PColP Zero Client Recommended Remote Workstation
Release Firmware Card Firmware

20.07+ 20.01+ 20.01+

2.0-19.11 5x-19.11 5x-19.11

1.10 (end of life) Upto 4.8.2 Upto 4.9

In this guide, references to PColP Management Console will refer to the current release unless other
releases are specifically identified.
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PColP Management Console Modes

PColP Management Console is one product that operates in two modes—Enterprise and Free. PColP
Management Console Enterprise requires activating a valid license to operate in Enterprise mode.
The banner on the PColP Management Console’s web interface identifies which mode you are
running.

This document discusses both modes of operation and indicates differences in the features as they
are introduced.

For information about PColP Management Console Free, license offers, term lengths, trial licenses,
and the Support and Maintenance program see PColP Management Console on our web site. For

more information about the differences between the two modes of operation. See Comparison of

PColP Management Console Enterprise and PColP Management Console Free.
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The Web User Interface provides the user with some useful information that new users to
Management Console will find helpful.

te rad iCi, PColP MANAGEMENT CONSOLE - FREE ©

You are using PColP Management Console Free. To learn more about PColP Management Console Enterprise features and subsc
Teradici 3t sales(@teradici.com or +1 604 628 1200. 0

USERNAME | admin \

PASSWORD | PASSWORD =

REMEMBER ME

SIGN IN

1. Banner indicating if the version of Management Console is Free or Enterprise.

2. Installed release number in use.
3. Information on how to obtain Enterprise information

4. Links to documentation
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PColP Management Console Free

PColP Management Console Free enables a single administrative user to manage a basic
deployment of up to 100 endpoints, as well as to upgrade firmware, manage configuration profiles,
and discover endpoints.

PColP Management Console Enterprise

PColP Management Console Enterprise enables large enterprise deployments to manage up to
20,000 endpoints from a single console as well as to upgrade firmware, manage configuration
profiles, discover endpoints, schedule actions and configure remote endpoints. PColP Management
Console Enterprise supports multiple administration users and includes the assurance of support and
maintenance for Tera2 endpoint firmware. PColP Management Console Enterprise is available
through HP Anyware subscriptions. PColP Management Console Enterprise reverts to Free mode

when all licenses expire.
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PColP Management Console Enterprise

Comparison of PColP Management Console Enterprise and PColP

Management Console Free

Feature Comparison
Price

Multi-device support

Apply firmware updates

Device profile, filtering/delete
Power down/reset

Deployment dashboard
Multi-level group organization
Device factory reset

One-time & recurring schedules
Auto discovery & configuration
SCEP Support

Multiple administrator accounts

Role-based access with granular
permissions

Active Directory support

Concurrent user access

Inventory reporting

Remote device management

Zero Client / Workstation Card peering
Export / Import endpoint group profiles
Offline license activation

Support & Maintenance: Software, Zero
Client Firmware and Remote Workstation
Card Firmware

See All Access Plans

Up to 20,000 PColP Zero
Clients & PColP Remote
Workstation Cards

Up to 100 PColP Zero Clients
& PColP Remote Workstation
Cards

© Copyright 2023 HP Development Company, L.P
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Quick Links

The following links contain information you will need when you first download and install the PColP
Management Console:

* For information about deployment platforms, system specifications, browser compatibility, and
PColP endpoint firmware specifications, see System Requirements.

* For instructions on how to activate your license, see Managing Licenses Online.

* For instructions on how to get up and running quickly, see Installing the PColP Management

Console and Configuring Your System.

* For instructions on how to migrate your PColP Management Console 1 to PColP Management
Console release 2.x or later, see Migrating from PColP Management Console 1.
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Where to Find Information about Other
Components

This guide describes the PColP Management Console.

For tips and suggestions to get the best experience from your PColP endpoint deployment:

* PColP Session Planning Guide

For more information about PColP endpoints managed by PColP Management Console, see either of
the following:

* PColP Zero Client Administrators' Guide

« Remote Workstation Card Administrators' Guide.
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Installation Guide

Installing the PColP Management Console and
Configuring Your System

The topics in this section contain information to help you get up and running quickly.

Topics that refer to specific versions of PColP Management Console will be identified by the release
number.

7" Migrating, upgrading, or downgrading from other versions

If you are migrating to a new PColP Management Console version see Migrating to a Newer

Version. If you need to downgrade endpoints from firmware 20.01 or higher to an older version,
see Downgrading Endpoints to Older Firmware.

Installation Overview

PColP Management Console is released in three formats. The first called Open Virtual Appliance
(OVA) format with supported hypervisor platforms of VMware ESXi 6.5, 6.7 and 7.0. The second
format is the Amazon Machine Image (AMI) format for services delivered using Amazon Elastic
Compute Cloud (EC2). The third format is RPM which is one standard for Linux Administrators to
manage software installations.

OVA and AMI installations contain all dependencies required for Management Console and provide
for an easy first time install.

RPM releases may require the installation of a dependency package for either online or offline (dark
site) deployments. If required, these packages will be available from the support site download area
and may change with each release. To obtain a supported download, go to the version of
Management Console you require and download the available download required for your
deployment.
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Using IPv6 with Management Console

Management Console 20.07 and newer versions support pure IPv4 or pure IPv6 networks; hybrid or
dual stacked networks are not supported. In a pure IP deployment, Management Console only stores
and displays the PColP endpoint data that is relevant to the IP version of the Management Console
NIC. This means that when migrating between networks, data that is not relevant to the new network
is permanently deleted. Please see Deleted Data When Migrating between IP Protocols for details.

Management Console will automatically display the IP information such as ip addresses relative to
it's configured NIC. For example, if the NIC is configured for IPv6, all endpoint properties will display
their IPv6 information. Searching for PColP endpoints will only display properties for endpoints in IP-
only networks.

Management Console supports DHCPv6 with and without SLAAC configurations. The Web Ul can be
accessed by either a manual, DHCPv6, or SLAAC IPv6 address depending on the network
configuration and the Management Console NIC configuration.

Management Console Host Requirements

* Only one NIC can be configured with one IP version

* Must be able to ping and communicate with PColP endpoints

* Must have an internet connection

* Firewall must be configured before installing Management Console

* PColP endpoints must be using firmware 20.07 or higher

Limitations

In an environment with DHCPv6 without SLAAC, there is a limitation between the caching systems of
the Management Console CentOS host operating system and administrators using Windows-based
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clients to access the Web Ul. This limitation prevents a connection on the initial connection to the
Management Console Web Ul. This limitation requires any of two work arounds to fix the issue.

1. Configure a static route from the Management Console CentOS host operating system to Windows
host (MC Client). This can be done by issuing a command similar to:

sudo ip -6 route add via link local address of Windows host dev Ethernet name in CentOS
Example:
sudo ip -6 route add 3505:b900:9000:19::/64 via feB80::e887:4e5d:fab7:cc dev ethO

2. From the Management Console host operating system, ping the administrators Windows
computer that is accessing the Management Console Web Ul prior to the first connection.

Information on IPv6 is included in the Installation and Migration topics for all formats of Management
Console.
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Installing PColP Management Console using
vSphere

Once you have downloaded PColP Management Console, deploy it as an Open Virtual Appliance

(OVA) using vSphere Client. The following instructions apply to deployments in IPv4 networks.

Installations into pure IPv6 networks require an additional firewall configuration. See New Installation

of Management Console OVA format in |Pv6.

To install PColP Management Console using vSphere Client:

10.

11.
12.

13.

. Download the latest PColP Management Console OVA file to a location accessible from your

vSphere Client.

. Log in to your vSphere Client.

. If you have more than one ESXi host, select the desired ESXi node; otherwise, there is no need to

select a node.

. From the vSphere client’s File menu, select Deploy OVF Template.

. In the Source window, click Browse, select the PColP Management Console’'s OVA file, click Open

and Next.

. In the OVF Template Details window, view the information and click Next.
. Inthe End User License Agreement window, read the EULA information, click Accept and then Next.

. In the Name and Location window, enter the name for your PColP Management Console and click

Next.

. In the Host/Cluster window, select the ESXi host on which you want to deploy the PColP

Management Console and click Next.

In the Storage window, select the local disk or SAN where you wish to deploy the PColP
Management Console and click Next.

In the Disk Format window, select a thick or thin provision option and click Next.

In the Network Mapping window, select the network or VLAN where you wish to deploy the PColP
Management Console and click Next.

In the Ready to Complete window, view your settings, enable Power on after deployment (if
desired), and click Finish.
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14. When you see the 'Completed Successfully’' message, click Close.

15. Make a note of the IP address of your PColP Management Console's virtual machine (VM) to log in
to your PColP Management Console from a browser.

16. To activate PColP Management Console Enterprise, see Managing Licenses Online.

NEW INSTALLATION OF MANAGEMENT CONSOLE OVA FORMAT IN IPV6

See Using IPv6 for an overview of IPv6 with Management Console.

TO DEPLOY MANAGEMENT CONSOLE OVA IN AN IPV6 ENVIRONMENT PERFORM THE FOLLOWING
STEPS:

1. Deploy Management Console OVA in an IPv6 environment with the guidance from steps 1-16.

2. Configure the firewall for IPv6.
Installations into IPv6 networks require you make firewall configurations for IPv6. See OVA New
Installations: To configure firewalld in IPv6 environment.

3. Confirm your IP address.
DHCPv6 networks that are SLAAC enabled will dispaly two addresses which can be used to

access Management Console.
ip a

4. Access Management Console via an IPv6 address.
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Installing PColP Management Console into AWS
EC2

The PColP Management Console AMI is a conversion of the OVA file into the Amazon Machine Image
(AMI) format with SSH enabled to permit secure administrative access.

The virtual machine is made available for users of the PColP Management Console that wish to move

more of their deployment to the cloud—especially those deploying Amazon WorkSpaces with PColP
Zero Clients.

Non-System Requirements

+ Amazon Web Services account with access to deploying EC2 instances

* SSH client

Deployment Considerations

Ensure you have the Port Numbers opened and all inbound ports are restricted to your corporate
network and you meet the System Configuration requirements for your PColP Management Console.

6 Important: PColP Management Console must not be accessible from unsecured networks

The PColP Management Console must only be accessible by endpoints from the open Internet as
described within the PColP Management Console Administrators' Guide. Any other exposure to the
open Internet is an unsupported use of the product and will void any warranty.

©® Info: Notable network behaviors

Network usage can be higher when firmware is being uploaded to endpoints. A permanent web
socket connection is maintained to every online endpoint
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Deployment

To deploy PColP Management Console AMI:

a »h WO N

10.
11.

12.

13.

. Log in to AWS Console.

. Choose the region the AMI resides in.
. Navigate to EC2.

. Navigate to AMIs.

. Search Public AMIs for the AMI ID in your region. A list of AMI ID's are presented when clicking on

the AMI download button seen after accepting the EULA from the Management Console download
section of the support site.

. Select the PColP Management Console AMI and click Launch.

. Choose an Elastic Network Adapter (ENA) supported instance type (m5.xlarge recommended - see

system requirements).

. Configure the AWS Launch steps 2-5 as appropriate for your organization.

. Select or create a security group in step 6 that will provide access to the required ports, with the

inbound ports restricted to only your corporate network. Ensure network access is appropriate
such that administrators are able to access ports 22 and 443, and that endpoints can access port
5172.

6 Important: Connectivity issues

If you are unable to get this access working, you will need to review your VPC configurations
(VPCs, Subnets, Route Tables), Security configurations (Network ACLs, Security Groups), and
possibly VPN Connections or Direct Connect settings.

Complete the steps.

When Launching, select a keypair. To ssh into the instance you will use the user admin in
conjunction with the keypair you used on launch.

After accessing Management Console via an SSH client such as PuTTY, follow the same migration
steps Moving between IPv4 and IPv6 for switching IPv4 to IPv6 and vice versa.

After the Management Console is deployed, it is important the system is appropriately secured.
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PColP Management Console Deployment

& Accessing Management Console Web Ul

You cannot access Management Console Web Ul using ports 8080 or 8443

Related Information

Securing PColP Management Console User Passwords

Default CentOS Configuration for PColP Management Console

Setting up Security

Managing Licenses Online

PColP Management Console Remote Endpoint Management (Enterprise)
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Management Console as an RPM

The Management Console RPM allows administrators an opportunity to manage and control Linux
packages in a way that complies to their individual corporate IT policies. The teradicimc-
<version>.rpm package, when connected to the internet, will automatically update any required
dependencies not available on your Linux VM so you can be operational quickly. The RPM is provided
as a file for download. A public RPM repository will be available for seamless installs in a future
release.

By introducing this RPM package into your network, you accept that there are risks involved in
deploying the system, and you acknowledge that you have reviewed the default PColP Management
Console and CentOS configuration and have performed any other changes to make the security level
appropriate for your deployment.

Update your software to the current release

From time to time, updates may be made available from support, or the developers of CentOS.
While we recommend staying current on releases, it is also recommended that you test updates on
a test system prior to upgrading your production system or back up a snapshot of the PColP
Management Console before running the update.

6 Linux Proficiency

It is expected that administrators of Linux operating systems are proficient at using the Linux OS
and have an account with sudo access. Different Linux distributions may require different
procedures. We use the Linux CentOS distribution for instructional information.

6 Dedicated Host

It is recommended that the Management Console host be dedicated for Management Console use
only.
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/" Minimum Requirements Validation

The Management Console RPM package will check for the minimum hardware resource
requirements (CPU, disk, ram) and fail if it is not met. To disable the minimum requirement check,
enter the following command:

sudo MC NO CHECK=1 rpm -Uvh teradicimc-<version>.rpm

Disabling the minimum requirements check is not recommended! Lowering minimums may reduce
Management Console performance, particularly in large deployments.

Management Console RPM Installation and Removal

Management Console and additional dark site and online downloads are provided with everything

needed in order to get Management Console to work except the firewall exceptions. After installation,
make sure that you have configured your firewall and that it complies to your corporate security
policies. If you don't have a security policy, you can review the firewall reference that will allow you to

get an understanding of what firewall requirements Management Console needs to be operational.
Once the firewall exceptions are made, you can upgrade or remove the Management Console as
required.

Directions for upgrades are described in Upgrading Management Console Using RPM.

There are two different scenarios that require slightly different steps when installing or upgrading
Management Console using the RPM. One scenario has Management Console deployed on a site
that has access to the Internet and the other scenario is having Management Console deployed on a
dark site where there is no internet access.
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Offline (Dark Site) Installation using RPM

Installations without Internet Access

If you are a customer without internet access (sometimes referenced as offline or dark site), you
must have all dependencies installed in the Management Console host operating system prior to
using the RPM. See the described dark site package for RPM in the Online and Dark Site Packages
for any required packages for this release.

1. Download the dark site package (that includes PostgreSQL, Python 3 dependencies, and
Management Console RPM) from the support site and ensure it is located in the <logged in user
directory> on the Management Console Linux VM.

You can use a third party tool such as WinSCP to copy and move files into the CentOS/RHEL host
operating system.

2. Use the dark site package to install or upgrade Management Console and all dependencies in one
of the supported offline environments.

+ Cent0S 7.9

sudo sh ./teradicimc <mc version>-offline-centos7.9.tar.gz
*RHEL 7.9

sudo sh ./teradicimc <mc version>-offline-rhel7.9.tar.gz

* RHEL 8.6

sudo sh ./teradicimc <mc version>-offline-rhel8.6.tar.gz

3. Verify the PostgreSQL version is 14.5.
psql -V
4. Configure your firewall.
* IPv4

See the firewall reference on how to configure Management Console firewall for use in an IPv4

environment perform the following steps:.

* |Pvb

See the firewall reference on how to configure Management Console firewall for use in an IPv6

environment perform the following steps:
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5. If applicable, enable your HSTS policy. See HTTP Strict Transport Security.

6. If installing Management Console Enterprise, license your installation.

« See Managing Licenses Online.

- If applicable see Managing Licenses Offline.

Online Installation using RPM

These instructions apply to the first time installation of Management Console on a host Linux
machine that contains the RPM and any required packages for this release.

1. Download the available RPM and applicable online dependency file for this release from the
support site and ensure they are located on the Management Console Linux VM.

You can use a third party tool such as WinSCP to copy and move files into the CentOS/RHEL host
operating system.

2. Begin the installation using the online dependency file from the directory where the dependency
file is located.

* CentOS 7.9 and RHEL 7.9

sudo sh ./teradicimc <mc verion>-online-dependency-centos-rhel7.9.tar.gz

* RHEL 8.6

sudo sh ./teradicimc <mc verion>-online-dependency-rhel8.6.tar.gz
3. Verify PostgreSQL version is 14.5
psgl -V

Example:

@ admin@Ilocalhost:~

4. Install the RPM from the directory where the RPM file is located:

*Cent0S 7.9

sudo yum install teradicimc-<version>.rpm from the directory where the rpm

file is located
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*RHEL 7.9

sudo subscription-manager repos --enable rhel-7-server-optional-rpms --
enable rhel-7-server-extras-rpms

sudo yum install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-7.noarch.rpm

sudo yum install teradicimc-<version>.rpm

* RHEL 8.6

sudo subscription-manager repos --enable rhel-8-for-x86 64-baseos-rpms
--enable rhel-8-for-x86 64-appstream-rpms

sudo yum install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-8.noarch.rpm

sudo yum install teradicimc-<version>.rpm

5. Configure your firewall.
* IPv4

See the firewall reference on how to configure Management Console firewall for use in an I[Pv4

environment perform the following steps:.

* |Pvb

See the firewall reference on how to configure Management Console firewall for use in an IPv6

environment perform the following steps:

6. If applicable, enable your HSTS policy. See HTTP Strict Transport Security.

7. If installing Management Console Enterprise, license your installation.

» See Managing Licenses Online.

« If applicable see Managing Licenses Offline.

Remove Management Console

To remove Management Console, you will have two choices, remove Management Console or remove
Management Console with all its dependencies.
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A Ignore warning message

Please ignore the following warning message as it does not have any impact on the Management
Console removal process.

warning: file remove failed: No such file or directory.

REMOVE ONLY MANAGEMENT CONSOLE

To remove Management Console only run the following command:
sudo yum remove teradicimc

REMOVE MANAGEMENT CONSOLE WITH ALL DEPENDENCIES

To remove Management Console and any package that was required by Management Console, run
the following command:

sudo yum autoremove teradicimc

REMOVE POSTGRESQL14.5

To remove PostgreSQL14.5, run the following command:

psgl -U <username>

drop database <mc_database name>;
\q

sudo yum remove postgresqgl\*
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Moving to a New Version of Management Console

If you are upgrading from an older version of PColP Management Console, you may have additional
steps or considerations to review. Review the relevant topics particular to your upgrade path.

« Upgrading using OVA

« Upgrading using RPM

 Migrating from Management Console 1

* Moving Between IPv4 and IPv6

 Migrating to firewalld
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Running Different PColP Management Console
Versions in Parallel

During the migration process to a new PColP Management Console, you will need to run both PColP
Management Console 1 (which has reached End of Support as of April, 2020) and the new PColP
Management Console in parallel. You may also need to operate two versions of the PColP

Management Console if you have endpoints that cannot be updated to firmware version 20.01 or
higher.

7" Note: Test a small number of endpoints first before upgrading all the endpoints

Test a small number of endpoints before upgrading all the endpoints in your system. Place them in
a test group in a segregated network. If you are using automatic discovery, this may require
modifications to your DHCP options or DNS SRV records.

An endpoint can only be managed by one PColP Management Console at a time. If you are using
DHCP options discovery and you plan to keep some of your endpoints managed by PColP
Management Console 1, you can configure your DHCP server with the PColP Endpoint MC Address
option on a scope-by-scope basis. See Configuring Endpoints using Auto Discovery for details.

7" Note: Ensure different versions of PColP Management Console have different IP addresses

If you are running PColP Management Console 1 in parallel with a newer PColP Management
Console, ensure the two versions of the PColP Management Console have different IP addresses.

The table shown next lists interoperability issues when running a newer release of PColP

Management Console in parallel with PColP Management Console 1 which has reached End of
Support as of April, 2020.
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Current versions of PColP Management Console and PColP Management Console 1 Interoperability

Category

Endpoint
firmware

DHCP/DNS
discovery

Management

Database

Profiles

Communication

PColP Management Console

(2.x to Current Version)

PColP endpoints must run firmware 20.01 or
higher. PColP Management Console cannot
discover and manage endpoints running
previous versions of the firmware.

Current versions of PColP Management
Console use a different format for DHCP
options and DNS SRV records from PColP
Management Console 1.

PColP endpoints are managed by at most
one PColP Management Console.

Cannot import PColP Management Console
1 database.

You can import PColP Management
Console 1.10.x profiles.

Does not communicate with PColP
Management Console 1.
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PColP Management Console 1
(1.10.8)
End of Support

PColP Endpoints must run a 4.x firmware
version. PColP Management Console 1
cannot discover and manage devices
running firmware 20.01 or higher.

For information on DHCP and DNS
discovery for PColP Management Console
1, see the PColP Management Console 1.x

User Manual.

PColP Zero Clients can be managed by
more than one PColP Management
Console 1 simultaneously.

Importing a database from a current
version of PColP Management Console is
not supported

Importing profiles from a current version of
PColP Management Console is not
supported

Does not communicate with current
versions of PColP Management Console.
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Administrators' Guide

PColP Management Console Administrators' Guide

Welcome to the PColP Management Console Administrators' Guide.

The PColP Management Console is an Enterprise level management software appliance that allows
ease of management of PColP endpoints through a single interface. With Management Console
Enterprise, administrators can quickly and easily provision new devices, peer PColP Zero Clients with

Remote Workstation Cards, report on inventory, review metrics, configure settings, and update
firmware from a single console.
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Getting Started

Log In to the PColP Management Console Web User Interface

This section assumes that the PColP Management Console is configured to connect to your network.
If you used DHCP to assign the IP address, then you will be able to continue in this section. If you
require static IP addresses, see Changing the Default Network Configuration for instructions prior to
continuing.

Before accessing the PColP Management Console web user interface (Ul) from your browser for the
first time, ensure that the following are in place:

* Your license has been activated for PColP Management Console Enterprise. See Activating
Licenses.

* You know the IP address of your PColP Management Console virtual machine. To locate the
address:
* Using vSphere Client, log in to your vCenter server.
* In the Inventory list, select VMs and Templates.
« Select your PColP Management Console virtual machine and then click the Summary tab.

* Note the IP address in the General pane.

Using the Web Interface for the First Time
The Management Console's Web User Interface (Web Ul) contains information that can be useful

when troubleshooting issues. These references are identified in the following web user interface login
screen example.

-40/473 - © Copyright 2023 HP Development Company, L.P



PColP Management Console Log In to the PColP Management Console Web User Interface

PColP MANAGEMENT CONSOLE - FREE @

teradici. """

You are using PColP Management Console Free. To learn more about PColP Management Console Enterprise features and subscription options, please contact
Teradici at sales@teradici.com or +1 604 628 1200. (€)

USERNAME admin
PASSWORD PASSWORD =

REMEMBER ME

SIGN IN

Description

1 Identifies if you are using FREE or licensed ENTERPRISE mode of PColP Management Console
2 Identifies the release number of your Management Console

3 Informational message advising on how to upgrade to ENTERPRISE if new features are required
4 Links to find further information.

« Help: redirects you to the current product page of Management Console
- License Agreement: Displays the license agreement for your installed Management Console
« Support: Redirects you to the support site

- teradici.com: Links to our web page where you can quickly find further information such as
white papers and the latest information on new products
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7" Note: The Web Ul admin account for PColP Management Console is different "from the virtual

machine admin account

The default admin account that you use when first logging in to the PColP Management Console
web Ul is not the same admin account you use for logging in to the PColP Management Console

virtual machine console.

To log in to the PColP Management Console web interface:

1. In your browser’s address bar, enter the IP address of the PColP Management Console virtual
machine. See Installing PColP Management Console using vSphere.

2. At the PColP Management Console login screen, enter the web interface credentials.

+ USERNAME admin
+ PASSWORD password

USERNAME @ |USERNAME =
PASSWORD | PASSWORL =

REMEMBER ME

Login Screen

7" Note: Changing default settings

In order to change the PColP Management Console’s default settings and run various scripts, you
must connect to the PColP Management Console’s virtual machine console and log in. See
Accessing the PColP Management Console Virtual Machine Console

1. Click SIGN IN. If login is successful, the PColP Management Console dashboard displays in your

browser window.
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7" PColP Management Console Enterprise

The next example shows the PColP Management Console Enterprise dashboard. The banner
will indicate PColP Management Console Free if you are running in free mode.

Welcome back admin
PColP MANAGEMENT CONSOLE - ENTERPRISE LoGouT

teradici.

@ DASHBOARD | P ENDPOINTS | == PROFILE | [75] SCHEDULE | 4 AUTO CONFIGURATION | [55] ENDPOINT CERTIFICATES | & SETTINGS
MANAGEMENT CONSOLE STATUS DEPLOYMENT STATUS
MC Health: =3e Endpoints Online: 0 Offline: 0
. )
Disk Capacity: - 4% Grouped: 0 Ungrouped: 0
DNS SRV Record:
Auto Config: s InSession: 0 Out of Session: 0
Scheduling: ["on | Clients: 0 Hosts: 0
. Total: Q
Time Zone: Coordinated Universal Time (UTC) . 0 Remote: 0
MC Version:
Active Directory Authentication: Disabled
CURRENT ACTIVITY CERTIFICATES UPCOMING SCHEDULES VIEW SCHEDULES
Endpoint Updates in Progress: Endpoints with Certificate Expired: No schedules
Endpoint Updates Pending: Endpoints with Certificate Expiring Today:
Endpoint Updates Scheduled: 0 Endpoints with Certificate: < 30 days from expiration:
Endpoints Waiting on Restart: Endpoints without Certificate:
Endpoints Requiring Manual Reboot: Endpoints with Valid Certificate

Help | License Agreement | Support | teradici.com

PColP Management Console Web Ul User Account Lockout

The PColP Management Console inhibits automated system attacks on its web Ul. If a user login fails
6 times within a 30-minute period, that user account will be locked out for 30 minutes. If this occurs,
the login screen will display the message shown next.

USERNAME | USERNAME

PASSWORD ASSWORL

REMEMBER ME

User Account Lockout Screen
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Understanding the PColP Management Console Dashboard

The DASHBOARD page gives you an overview of the PColP Management Console’s current
configuration and health, as well as the status and activity of your PColP deployment. You can also
use the dashboard to keep track of upcoming schedules and to view their details.

An example of the PColP Management Console Enterprise dashboard is shown. The table that
follows describes the various sections in the dashboard layout and contains links to more
information about the dashboard components.

Welcome back admin
PColP MANAGEMENT CONSOLE - ENTERPRISE q Locout )

% DASHBOARD | B ENDPOINTS | = PROFILE | [Z5] SCHEDULE | 4 AUTO CONFIGURATION | [F] ENDPOINT CERTIFICATES QSETnNGs)

teradici.
e;iii

ci.com or +1 604 628 1200 to ensure continued access to PColP Management Console

&AGEMENT CONSOLE STATUS DEPLOYMENT STATUS )
MC Health: ) Endpoints Online: 0 Offline: 2
-y 0,
Disk Capacity: [ | 6% Grouped: 2 Ungrouped: 0
DNS SRV Record:
Auto Config: - In Session: 2 Out of Session: 0
Scheduling: EB Clients: 1 Hosts: 1
X . . . Total: 2
Time Zone: Pacific Daylight Time (PDT) Local: 2 Remote: 0
MC Version: 3.2.009390.c3e5b76¢5.7262248
Active Directory Authentication: Enabled
CURRENT ACTIVITY CERTIFICATES UPCOMING SCHEDULES VIEW SCHEDULES
Endpoint Updates in Progress: Endpoints with Certificate Expired: No schedules
Endpoint Updates Pending: 0 Endpoints with Certificate Expiring Today:
Endpoint Updates Scheduled: 0 Endpoints with Certificate < 30 days from expiration:
Endpoints Waiting on Restart: 0 Endpoints without Certificate:
Endpoints Requiring Manual Reboot: 0 Endpoints with Valid Certificate: 1
\ J

elp | License Agreement | Support | teradici.com
Release

PColP Management Console Dashboard
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PColP Management Console Dashboard Description
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Area Dashboard Description
1 Welcome message Displays the PColP Management Console user account for the logged in
LOGOUT user.

Lets you log out from your PColP Management Console session.

2 DASHBOARD Navigates to the DASHBOARD page. The DASHBOARD link occurs at the top
of all PColP Management Console pages.

ENDPOINTS Navigates to the ENDPOINTS page. From this page you can structure
endpoints into groups, apply profiles, discover endpoints manually, view
endpoint details, search, and filter endpoints in the endpoint tables. The
ENDPOINTS link occurs at the top of all PColP Management Console

PROFILE

SCHEDULE Navigates to the SCHEDULE page which includes the schedule HISTORY tab.

(Enterprise) From the SCHEDULE page you can create, view, edit, delete, enable and
disable schedules to update groups of endpoints in the future and access
the PColP Management Console’s schedule history tab. The SCHEDULE link
occurs at the top of all PColP Management Console pages.

AUTO Navigates to the AUTO CONFIGURATION page. From this page you can

CONFIGURATION configure, edit, and delete rules to automatically assign endpoints to a

(Enterprise) specific group when they are first discovered or whenever they move to or
from a group. The AUTO CONFIGURATION link occurs on at the top of all
PColP Management Console pages.

ENDPOINT Allows administrators to configure rules that request certificates for

CERTIFICATES endpoints.

(Enterprise)

SETTINGS Navigates to the SETTINGS page. From this page you can manage PColP
Management Console users, change the time zone for your PColP
Management Console web interface, configure a persistent naming
convention for automatically naming endpoints, upload firmware and
certificates to the PColP Management Console , manage PColP
Management Console databases, view license information, view PColP
Management Console version information, and configure the PColP
Management Console log level. The SETTINGS link occurs at the top of all
PColP Management Console pages.

3 License expiry Displays the number of days remaining until the PColP Management Console

notification banner Enterprise’s license expires. If you disable this message, it will not appear
again for 30 days when viewing the PColP Management Console Enterprise
using that browser. You will see it again if you access the PColP
Management Console Enterprise using a different browser that does not
have the notification disabled.

4 MANAGEMENT Shows the PColP Management Console’s status and contains information
CONSOLE STATUS about how the PColP Management Console is configured:
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Area Dashboard Description

* Health: The PColP Management Console health displays as
'good’ unless the disk is more than 80% full and/or the PColP
Management Console daemon is halted.

- Disk Capacity: Shows the percentage of disk space used.

* DNS SRV Record: Displays the PColP Management Console’s

FQDN that is configured in the DNS SRV record. If no record

exists, this field is left blank.

Auto Config: Indicates whether auto configuration is enabled

or disabled.

Scheduling: Indicates whether schedules are enabled or
disabled.
Time Zone: Indicates the time zone setting for the user’s

PColP Management Console web interface. By default, the
time zone is set to the PColP Management Console virtual
machine’s time zone, which is always in Coordinated
Universal Time (UTC). If desired, you can set your web
interface time to reflect your local time zone.

MC Version: Displays the current PColP Management
Console release version.

DEPLOYMENT Displays status information about the managed endpoints in your system,

CONSOLE STATUS such as the number that are online and offline, and the number that are
grouped and ungrouped. This section also indicates important information
about profiles that failed to apply.

CURRENT ACTIVITY Displays the number of endpoint updates in progress, pending, scheduled,
and the number of endpoints waiting to restart or requiring a manual reboot.

UPCOMING Displays information about upcoming schedules, including the date and time
SCHEDULES they will apply.
CERTIFICATES Identifies the number of endpoints with SCEP generated certificates:

(This dashboard
feature is limited to
SCEP generated
certificates)

Expired certificates

Certificates expiring today

Certificates that are less than 30 days from expiring

No certificates

Valid certificates

VIEW SCHEDULES Lets you open the SCHEDULE page to view details for a schedule.
5 Footnote Information The following links occur at the bottom of every PColP Management Console
page:
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Area Dashboard Description

* Help: Opens the PColP Management Console support page
where you can find information about the PColP
Management Console.

* License Agreement: Opens the End User License Agreement
(EULA) in your browser window.

* Support: Opens the Teradici Support page in your browser
window.

« teradici.com: Opens the Teradici web page in your browser
window.

* Release: Identifies the PColP Management Console release
version.
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Managing Licenses Online

PColP Management Console Enterprise is enabled through subscription licensing provided on a per
managed device basis for terms of one and three years. Licenses can be added together to achieve
the total number of necessary managed devices.

Licenses come by email after you order them and contain one activation code for each license SKU
ordered. Activation codes (also known as entitlement IDs) have an alphanumeric format of
0123-4567-89AB-CDEF.

The following is an example of the email content for 3x100 license SKUs:

7" Note: License keys shown next are examples

The license keys shown next do not contain real activation codes.

Description: Teradici PColP® Management Console Enterprise — 1 year. Includes support and
maintenance.

No. of Devices: 10 Devices
Quantity: 3
Valid Until: 12/31/2016

Activation Code: 0123-456Z-89AB-CDEF

Contact your reseller to obtain your license key for PColP Management Console Enterprise or go to
https://connect.teradici.com/mc-trial to request a free PColP Management Console Enterprise trial

license. For more information on license options and packaging, see https://www.teradici.com/

products-and-solutions/pcoip-products/management-console or one of Teradici's resellers.

License Requirements and Restrictions

The following requirements and restrictions apply for PColP Management Console:
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Caution: Return all licenses before migrating

If your PColP Management Console appliance will be moved to another server or replaced with an
upgrade, you must return all the PColP Management Console licenses before the migration and
then re-activate the licenses after the migration.

* When a license expires, PColP Management Console will operate in Free mode. Enterprise mode
features will stop working Licenses are installed per PColP Management Console appliance.

* If no licenses are installed, the PColP Management Console will operate in Free mode.

* Internet access to https://teradici.flexnetoperations.com/ on port 443 is required for the PColP
Management Console to activate the license against the license server. The PColP Management
Console may also require the ability to contact this server from time to time to keep the license
activated.

* Licenses can be returned multiple times. If the system prevents activation after returning a license,
contact support at Support Center.

* You can have multiple licenses active on PColP Management Console, however each license can
only be active on one PColP Management Console.

* Licenses are activated one license at a time.

Expiry Notifications
The Management Console interface displays a notification when licenses are about to expire, when

they have expired, when you are approaching your licensed device count limit, and when you have
reached the limit.

Support and Maintenance

Use the activation code you received to request Support and Maintenance.

For more information on support and maintenance, see the Support Programs.

© Info: License Scripts

If managing licenses through the command line, please see License Scripts
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Activating Licenses

Before you can activate your license, you will need your activation key. If you are activating from
behind a proxy, you will also need the IP address, port number, username, and password to
authenticate to your proxy server. If you wish to use the virtual machine console to manage your
licenses, see Using your Virtual Machine Console to Administer Licenses when Connected to the

Internet
Using the Ul to activate your PColP Management Console Enterprise license:

1. Navigate to SETTINGS > LICENSE page.
2. Select the NEW LICENSE button.
3. Enter your License Key and select the ACTIVATE LICENSE button.

Using the Ul to activate your PColP Management Console Enterprise license from behind a proxy
server:

Activating your license from behind a proxy server requires you configure the additional parameters
that appear after activating the Connect through a proxy option. The additional parameters are Proxy
Address, Port, Username, and Password of the proxy server.

Please type in the license key you wish to activate:

License Key: @ | 12AB-CD34-5E6F-789E

C Connect through a p@

Proxy Address: €@ 92.168.50.10

Port: @ | 22

Username: @ | Username

Password: €@ | password =»

CANCEL ACTIVATE LICENSE

Activate New License Dialog
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Viewing Installed Licenses

Once your license is activated, its information is stored on the PColP Management Console virtual
machine.

To view installed licenses via the PColP Management Console user interface:
* Navigate to SETTINGS > LICENSE.
The following information will be displayed:

* Fulfillment ID: XXXXXXXX: An ID assigned to a license after it is activated. This ID is required if you
deactivate the license. The fulfillment ID will be different each time you reactivate a license after it
has been deactivated.

* Entitlement ID: XXXX-XXXX-XXXX-XXXX: The license key you received via email that you use to
activate your license.

* Expiration date: DD-MMM-YYYY: The day, month, and year your license expires.

Welcome back admin

PColP MANAGEMENT CONSOLE - ENTERPRISE LosouT

teradici.

@ DASHBOARD | P ENDPOINTS | 55 PROFILE | [25] SCHEDULE | 4 AUTO CONFIGURATION | [5] ENDPOINT CERTIFICATES | £} SETTI!

MANAGEMENT CONSOLE LICENSES
A AUTHENTICATION

NEW LICENSE DEACTIVATE
NAMING

Using 3 of 100 licensed endpoints.
e soFrware

FULFILLMENT ID ENTITLEMENT ID DEVICES ACTIVATED DATE EXPIRY DATE STATUS

B SECURITY
100 2018-04-11 12:00 AM UTC 2018-12-1511:59 PM UTC Active

B DamaBasE
=

REMOTE

N VERSION

Help | License Agreement | Support | teradici.com
Release - 3.1.0@8317
© Copyright 2018 Teradici Corporation

LICENSE Page

-52/473 - © Copyright 2023 HP Development Company, L.P



PColP Management Console Managing Licenses Online

Deactivating Licenses

It is important to deactivate a license when you no longer need it, for example, when you
decommission a virtual machine. This frees up the license and makes it available for a different
PColP Management Console Enterprise deployment.

7" Note: Deactivating license reverts PColP Management Console to PColP Management
Console Free

PColP Management Console will run in Free mode when all its licenses are deactivated.

Warning: Internet Access Required

When deactivating a license, an internet connection to the licensing server is required unless the
offline license activation steps are used.

Deactivating Your PColP Management Console License

Using your Ul to deactivate PColP Management Console Enterprise license:
1. Navigate to SETTINGS > LICENSE page.
2. Highlight the licenses you want deactivated and select the DEACTIVATE button.

Deactivating your PColP Management Console Enterprise license from behind a proxy server:

Deactivating your license from behind a proxy server requires you configure the additional proxy
server parameters that appear after activating the Connect through a proxy option. The additional
parameters are Proxy Address, Port, Username, and Password.

Using your Ul to deactivate PColP Management Console Enterprise license behind a proxy server:

1. Navigate to SETTINGS > LICENSE page.
2. Highlight the licenses you want deactivated and select the DEACTIVATE button.
3. Select the Connect through a proxy radio button and fill out the proxy fields.

4. Select the DEACTIVATE button in the DEACTIVATE LICENSE dialog.
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Managing Licenses Offline

License Scripts

HP provides shell scripts that let you activate, view information about, and deactivate PColP
Management Console Enterprise licenses. All scripts are located in the PColP Management Console
virtual machine console’s /opt/teradici/licensing directory and require you to connect to your
PColP Management Console virtual machine console. See Logging in to the PColP Management

Console OVA Virtual Machine Console.

Activating Your PColP Management Console License from a Location
Without Internet Access

To activate your PColP Management Console Enterprise license when the PColP Management
Console is located on a site without Internet access (sometimes referred to as a dark site), you will

need to create a ticket for Offline License Activation. A support site account will be required to create
this ticket. The ticket must include your license activation code that was provided by email when you
requested a trial license or when your Enterprise license was purchased. Once the ticket is created,
you will be provided with an offline activation .asr file allowing you to produce an offline activation
short code to return to support. Support will in turn provide you with a response text file which you
will use to activate PColP Management Console Enterprise. Activating and deactivating licenses from
a site without Internet access must be done using the virtual machine console.

REQUESTING OFFLINE ACTIVATION

Go to the support site, sign in and create a ticket for Offline License Activation. Include your PColP
Management Console Enterprise license activation code that was provided by email when your trial
license was requested or when your Enterprise license was purchased.

PRODUCING AN OFFLINE ACTIVATION SHORT CODE

The ticket will first be updated by support with an ASR file which you have to upload to your PColP
Management Console. Once you have the ASR file, perform the following steps from your PColP
Management Console virtual machine console.

1. Enable SSH if using PColP Management Console in OVA format. See: Temporarily Enabling SSH
Access
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2. Connect a Secure Copy Protocol (SCP) client such as Putty or WinSCP to the PColP Management
Console virtual machine using the PColP Management Console virtual machine administrative
credentials.

3. Upload the ASR file provided in your ticket to the administrative home directory (/home/admin/).

4. Connect a Secure Shell (SSH) client to to the PColP Management Console virtual machine using
the PColP Management Console virtual machine administrative credentials.

5. Change directories to the licensing directory.

[admin@localhost ~]$ cd /opt/teradici/licensing/

6. Set the LD_LIBRARY_PATH variable.

[admin@localhost licensing]$ export LD LIBRARY PATH=.

7. Process offline_activation.asr with appactutil.
[admin@localhost licensing]$ ./appactutil -shortcode ~/offline activation.asr
Activation short code output example:
Activation short code: 216360-082292-891921-316997-475492-227533-740186-228152

8. Copy your Activation short code into a text file and enter it into your ticket. Wait for the response
code text file to be returned from support.

COMPLETING THE OFFLINE ACTIVATION

Once the support ticket has been updated with a response code text file, you can then follow these
steps to activate your PColP Management Console Enterprise with the response code file.

1. From the PColP Management Console virtual machine console enable SSH. See: Temporarily
Enabling SSH Access

© Info: PColP Management Console AMI format

Enabling SSH is not required for the AMI

2. Connect a Secure Copy Protocol (SCP) client such as Putty or WinSCP to the PColP Management
Console virtual machine using the PColP Management Console virtual machine administrative
credentials.

3. Upload the response text file provided in your ticket to the administrative home directory (/home/
admin).

4. Change directories to the licensing directory.

[admin@localhost ~]$ cd /opt/teradici/licensing/
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5. Set the LD_LIBRARY_PATH variable.

[admin@localhost licensing]$ export LD LIBRARY PATH=/opt/teradici/licensing

6. Process response.txt with appactutil.

[admin@localhost licensing]$ ./appactutil -process ~/response.txt

Reading response from /home/admin/response.txt
SUCCESSFULLY PROCESSED RESPONSE
ProductID MC, FulfillmentID FID-CUSTNAME-2016-1
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Viewing Installed Licenses
To view your installed licenses:

1. Enable SSH. See: Temporarily Enabling SSH Access

2. Connect a Secure Shell (SSH) client to the PColP Management Console virtual machine using the
PColP Management Console virtual machine administrative credentials.

3. Change directories to the licensing directory.

[admin@localhost ~]$ cd /opt/teradici/licensing/

4. Set the LD_LIBRARY_PATH variable

[admin@localhost licensingl]$ export LD LIBRARY PATH=/opt/teradici/licensing

5. View the installed licenses and note the Fullfillment ID of the license to return.

[admin@localhost licensing]$ ./appactutil -view

Trust Flags: FULLY TRUSTED

Fulfillment Type: SHORTCODE

Status: ENABLED

Fulfillment ID: FID-OFFLINE-12345678-1

Entitlement ID: ENTL-OFFLINE-12345678-2-1

Product ID: MC

Suite ID: NONE

Expiration date: 30-may-2017

Feature line(s):

INCREMENT MC_nDeViceS TERADICI 2.00000 30-may-2017 1 \
VENDOR_STRING="nDev=500, FNO=90, SN=19137747" ISSUER=Teradici \
ISSUED=13-mar-2017 NOTICE="Teradici - Dev Ops" TS OK \
SIGN="00D0 A25F 78FB A9C4 7093 EBlA 2744 8500 DF9B 8201 9CFE \
F024 08A5 67DE CD45"

Deactivating Your PColP Management Console Enterprise License from a
Location Without Internet Access

To deactivate your PColP Management Console Enterprise license when the PColP Management
Console is located in a site without Internet access:

1. Enable SSH. See: Temporarily Enabling SSH Access
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2. Connect a Secure Copy Protocol (SCP) client such as Putty or WinSCP to the PColP Management
Console virtual machine using the PColP Management Console virtual machine administrative
credentials.

3. Upload the ASR file provided in your ticket to the administrative home directory.

4. Connect a Secure Shell (SSH) client to the PColP Management Console virtual machine using the
PColP Management Console virtual machine administrative credentials.

5. Change directories to the licensing directory.

[admin@localhost ~]$ cd /opt/teradici/licensing/

6. Set the LD_LIBRARY_PATH variable

[admin@localhost licensing]$ export LD LIBRARY PATH=/opt/teradici/licensing

7. View the installed licenses and note the Fullfillment ID of the license to return.

[admin@localhost licensing]$ ./appactutil -view

Trust Flags: FULLY TRUSTED

Fulfillment Type: SHORTCODE

Status: ENABLED

Fulfillment ID: FID-OFFLINE-12345678-1

Entitlement ID: ENTL-OFFLINE-12345678-2-1

Product ID: MC

Suite ID: NONE

Expiration date: 30-may-2017

Feature line(s):

INCREMENT MC_nDeViceS TERADICI 2.00000 30-may-2017 1 \
VENDOR_STRING="nDev=500, FNO=90, SN=19137747" ISSUER=Teradici \
ISSUED=13-mar-2017 NOTICE="Teradici - Dev Ops" TS OK \
SIGN="00D0 A25F 78FB A9C4 7093 EBlA 2744 8500 DF9B 8201 9CFE \
F024 08A5 67DE CD45"

8. Generate the return request code by using appactutil. The ASR file referenced must be the one
used to activate the license. The -return parameter is the Fulfillment ID noted in the previous
step.

[admin@localhost licensing]$ ./appactutil -shortcode ~/offline activation.asr -
return FID-OFFLINE-12345678-1
Return short code: 163698-563854-292262-189561-853089-634323-881517-668156

9. Send the return short code returned in step 8 as a text file to HP.

10. Support will return a response file where you must finish the deactivation by following the
Completing the Offline Activation
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© Note: Finding fulfillment ID

To find your fulfillment ID, see Viewing Installed Licenses.
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Uploading Endpoint Firmware to the PColP Management Console

Endpoint firmware files must first be uploaded to the PColP Management Console before you can
create profiles or perform firmware updates.

7" Note: Prior to importing a PColP Management Console 1 profile

For PColP Zero Clients and Remote Workstation Cards, PColP Management Console must have at
least one firmware image uploaded to it before you can import a PColP Management Console 1
profile. Migrated profiles will be assigned the latest firmware version that is present on PColP
Management Console.

To upload endpoint firmware files to PColP Management Console:

1. From the PColP Management Console’s top menu, click SETTINGS.
2. Click SOFTWARE in the left pane.

3. Click Add Software/Firmware.

4. Click Select file.

5. Select the desired combined firmware file (.pcoip), and then click **Open* and Upload to upload the
file to the PColP Management Console.
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Setting up Security

Caution: Ensure system operates at a security level that matches your organization's
requirements

As an administrative user, you must ensure your system operates at a security level that matches
the requirements of your organization.

Update your software to the current release

From time to time, updates may be made available from support, or the developers of CentOS.
While we recommend staying current on releases, it is also recommended that you test updates on
a test system prior to upgrading your production system or back up a snapshot of the PColP
Management Console before running the update.

The OS admin user must use the sudo command when performing actions that require elevated
privileges.

7" Note: Non-root Linux passwords must be at least ten characters long

Non-root Linux passwords must be at least ten characters long and contain one each of upper
case, lower case, decimal, and special characters. When changing a non-root Linux password, the
new password must be at least four characters different from the previous password.

The following table contains some further recommendations for securing your PColP Management
Console over and above the default CentOS security configuration undertaken by Teradici.
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PColP Management Console Security Recommendations
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Recommendations Description

Network security Configure your corporate firewall as follows:
* Block inbound traffic from unsecured networks to the PColP Management Console
on all ports (for example, block traffic from the Internet).

* Block outbound traffic from the PColP Management Console to unsecured
networks on all ports except for ports 80 and 443. Port 80 must be open for system
updates and port 443 for system updates and licensing.

Operating system * Change the default passwords for the virtual machine admin user, root

security user, and web Ul admin user immediately after installing the PColP

Management Console. See Accessing the PColP Management Console

Virtual Machine Console.

* Ensure the CentOS firewall only allows port access to the ports that are
required for the PColP Management Console to run. See Default
firewall port settings are as follows.

* Update CentOS third-party packages on a regular basis using the sudo
yum update "package’ command.
Note: Prior to updating your production system
To ensure that a library update does not cause problems, HP
recommends that you perform updates on a test system (or that you
take a snapshot of the PColP Management Console) before updating
your production system. See Backing Up PColP Management Console

Database.
« Remove external NTP server references. See NTP Configuration

Considerations

PColP Management * Create a new PColP Management Console web Ul administrative user
Console web Ul

and disable the default admin account and provide the desired role.

security
(PColP Management Console Enterprise only).

Note: Re-enabling admin account
If you have disabled the admin account and plan to revert the PColP
Management Console Enterprise to PColP Management Console Free,
this account must be re-enabled before you can log in again to the
PColP Management Console web Ul. Alternatively, you can run a script
from the PColP Management Console virtual machine console to re-
enable the default admin account.

* Replace the PColP Management Console certificate with your own
custom certificate and upload it to all endpoints. See Managing PColP

Management Console Certificates.
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Recommendations Description

* Check the HP support site for the latest PColP Management Console

release.
Enable HTTP Strict HTTP Strict Transport Security (HSTS) is a policy that helps protect web server
Transport Security appliances against particular types of attacks against the communication between the
(HSTS) web browser and the web server.

See HTTP Strict Transport Security for details on how to enable HSTS.
Important: Requirements
HTTP Strict Transport Security (HSTS) requires:

* PColP Management Console have a proper trusted certificate installed

* The chain or root certificate installed in the browser used to connect to
the PColP Management Console
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Active Directory Authentication

PColP Management Console Active Directory (AD) authentication uses Lightweight Directory Access
Protocol (LDAP) or Secure Lightweight Directory Access Protocol (LDAPS) with Active Directory
servers for user authentication. LDAPS is recommended to give you a more secure environment,
through the use of an Active Directory Certificate, which should be available before activating the

Active Directory configuration.

@ DASHBOARD | P ENDPOINTS | &= PROFILE | [76] SCHEDULE | 4 AUTO CONFIGURATION E] ENDPOINT CERTIFICATES i

USERS ROLES AND PERMISSIONS ACTIVE DIRECTORY GROUPS
% NAMING

i sormware NEW EDIT | DELETE ENABLE | DISABLE

B SECURITY =
= “ | DOMAIN CONNECTION ROOT DN

B DATABASE

B uicense

B ReMOTE

9 VERSION

Caution: LDAP or LDAPS

LDAPS is the secure version of LDAP and is recommended for production environments and
requires installation of the Active Directory Certificate.

Active Directory Users

All Active Directory users have a default time zone of UTC which can be modified by a
Management Console System Administrator after the user has logged in the first time.

Important Notes

This release of AD in PColP Management Console has important limitations which need to be

considered before using this feature in your deployment.

* The MC's AD authentication only works for the same domain as the Domain Controller you have
configured in the Management Console's SETTINGS > AUTHENTICATION > ACTIVE DIRECTORY

CONFIGURATION tab

* Only supports on-premises Active Directory

-65/473 - © Copyright 2023 HP Development Company, L.P



PColP Management Console Active Directory Authentication

* Only supports one active domain at a time
* Only supports UPN/AD and local user login

* Only supports uploading one AD certificate to the certificate store

6 Upload the Root Certificate

Upload the Root Certificate from the CA that issued the Domain Controller's certificate

« Configurations for parent groups do not transfer to child groups. Ensure the child group is
configured as required.

* Does not support domain trust relationships

* A user must be member of at least one group created in the Active Directory Server that exists in
the Management Console Active Directory Groups configuration.

* The Management Console Root DN field must include the users Active Directory Servers parent or
child container's distinguished name (i.e. OU=Users,0U=Accounting,DC=domain,DC=local)

USERS ROLES AND PERMISSIONS ACTIVE DIRECTORY GROUPS

NEW EDIT | DELETE ENABLE DISABLE

DOMAIN CONNECTION ROOT DN

Idap://10.0.8.18 domain.local ENABLED OU=Users,0U=Accounting,DC=domain,DC=local

Installing an Active Directory Certificate

LDAPS requires a Base64 encoded certificate in .pem or .cer format to be uploaded to the certificate
store. The LDAPS certificate should be downloaded from the same Active Directory that will be used
for authentication. This can be done before or after enabling Active Directory.

To install your Active Directory Certificate:
1. Browse to SETTINGS > SECURITY and select the ADD CERTIFICATES tab.

2. Select the UPLOAD CERTIFICATE button.

3. Use the SELECT CERTIFICATE button and browse to where your Active Directory Certificate is
located, highlight it and select the Open button.
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4. Select the UPLOAD button and then OK in the Active Directory Certificate Details dialog.

5. Access the PColP Management Console virtual machine console, (see Accessing the PColP

Management Console Virtual Machine Console) and run the import script located in /opt/teradici/
scripts directory.

To run the script ensure you include the full path to the script and that you type the name of the
correct AD uploaded certificate.

sudo /opt/teradici/scripts/import ldaps certificate.sh /opt/teradici/console/certs/

adcerts/< certificate name >

6 Tip: Dialog Information

After selecting the certificate the dialog contains additional information that is useful for
managing your certificate from the virtual machine console.

Viewing your Active Directory Certificate

You can view the Active Directory Certificate by viewing the ACTIVE DIRECTORY CERTIFICATES tab
located on the SECURITY settings page.

@ DASHBOARD ENDPOINTS E PROFILE | [25] SCHEDULE | 4 AUTO CONFIGURATION E] ENDPOINT CERTIFICATES | £F SE

SECURITY
& AUTHENTICATION

SESSION  CERTIFICATES
NAMING

UPLOAD CERTIFICATE
I soFTware

Allows you to upload the certificate to the Management Console for use with Idaps connections to an Active Directory:

-] Active Directory Certificate

g DATABASE Active Directory Certificate: @  No certificate installed

B uicense
REMOTE

N VERSION

Active Directory Certificates tab
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Removing your Active Directory Certificate

Removing your Active Directory Certificate requires you to login to the PColP Management Console
virtual machine console, see Accessing the PColP Management Console Virtual Machine Console to

run the removal script located in the /opt/teradici/scripts directory.

Once logged in to the virtual machine console, browse to the opt/teradici/scripts directory and

enter . /remove ldaps certificate.sh.

Creating and Enabling Active Directory Configuration

The optional Root DN field, allows you to limit where the Management Console search begins in

Active Directory. The entries must be in the correct format and order. For example the format would
be OU=Users,0U=Accounting,DC=domain,DC=local or DC=domain,DC=local or similar.

To create and enable an Active Directory configuration:

10.

. Log in to PColP Management Console

. Browse to SETTINGS > AUTHENTICATION and select the ACTIVE DIRECTORY CONFIGURATION

tab.

. Select the NEW button.
. Select your preferred protocol LDAP or LDAPS.

. Enter the Host Name / IP Address of your Active Directory Server and any specific port that you

want to use.

. Enter the Domain Name that the Active Directory Server manages.

. Enter the Root DN (optional).

The Root DN or root distinguished name will tell Management Console which container in AD to
start searching for approved Management Console users instead of searching the full list of
domain users. Perform a group query (e.g. OU=Users,0U=Accounting,DC=domain,DC=local). Error
messages for incorrect query strings will be presented that help guide the user using this method.
Valid attributes are DC, CN, OU, O, STREET, L, ST, C, UID.

. Save your configuration.

. Return to the ACTIVE DIRECTORY CONFIGURATION tab and click Enable to enable the connection.

The PColP Management Console will reboot.

Login to Management Console with your Active Directory UPN and domain password.
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6 Tip: If PColP Management Console does not restart

If your PColP Management Console does not restart using the PColP Management Console GUI,

you can issue the following command from the PColP Management Console virtual machine
console:

sudo service mcconsole restart

Adding Active Directory Groups

Adding Active Directory groups require that you have already enabled and configured Active Directory
on the PColP Management Console. When adding Active Directory groups to PColP Management
Console, ensure the added group has the identical name as the group in Active Directory and the

Managing Users have been assigned to the group for PColP Management Console use. You can use
just the group name or the group UPN name in this field.
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To add or edit an active directory group:

1. Browse to SETTINGS > AUTHENTICATION and select the ACTIVE DIRECTORY GROUPS tab.
2. Select the ADD button.

3. Enter the required information.

« Group: Enter the group name.

6 Multiple Groups

* The Active Directory Group cannot be nested under any other group.

« If the name of the user is in multiple groups, the user in the first matching group is
used.

« If a user is removed from that Active Directory group, then the next listed group will be
used.

« Domain: Select the domain from the drop down where the Active Directory group resides.

* Role: This will be the PColP Management Console role given to the user for use when logging
into the PColP Management Console. User roles can be changed at any time from the
Authentication page. See Managing Users for further information on Users and User Roles.

4. Select the SAVE button.

USERS ROLES AND PERMISSIONS ACTIVE DIRECTORY CONFIGURATION

ADD EDIT RE E
GROUP DOMAIN ROLE HOST NAME / IP ADDRESS
mc_group domain.local System_Administrator Idap://10.0.8.18

Added AD Group
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|dentity Provider (IDP) Integration with Management Console
(Enterprise)

Management Console allows for secure network Single Sign-on (SSO) with Multi-factor
Authentication (MFA). It also allows for integration with your Active Directory servers and your Identity
Providers (IDP) using the Security Assertion Markup Language 2.0 (SAML). With the benefit of SSO,
users will be able to securely sign into Management Console without having to remember a separate
Management Console password. These instructions are to help with configuration of single sign-on
with a third party Identity Provider (IDP) which will allow for the authentication of management

console users.

The Service Provider (SP) referenced in this instruction topic is the Management Console while the
Identity Provider (IDP) used for reference is Okta and PingFederate. When you configure the IDP, you
are using SAML2.0 to allow the IDP to pass the authorization credentials to Management Console or
any other service provider.

You can enable IDP configuration via the IDP CONFIGURATION tab on the AUTHENTICATION page.

The basic IDP flow for Management Console is shown in this flow image.

Launch MC
in browser
displays Does No ) )
Login page Signin IDP IDP session geues tao Ier kolly
[ pag
Yes
No
User clicks on sign in
button (after entering
user details)
Is
authentication
successful
Is
authentication Yes
successful
Regular user Regular user
MC flow MC flow

-71/473 - © Copyright 2023 HP Development Company, L.P



PColP Management Console Identity Provider (IDP) Integration with Management Console (Enterprise)

Requirements

+ Management Console Enterprise License

* IPv4 network (IDP, SSO and MFA for IPv6 currently not supported)

» Account with an IDP Service Provider (Okta and PingFederate IDPs will be used for reference)
* IDP Metadata XML file

+ Matching time configuration

The date and time configurations on Management Console and your IDP must match for the
successful authentication of the Management Console using an IDP user. This includes the same
date, time, and time zone.

* IDP must be enabled on Management Console. (SETTINGS > AUTHENTICATION > IDP
CONFIGURATION > ON)

USERS ROLES AND PERMISSIONS ACTIVE DIRECTORY CONFIGURATION ACTIVE DIRECTORY GROUPS
Configure IDP: @
Upload IDP Metadata: @ SELECT FILE Metadata file already exists. To override the existing file, click SELECT FILE to upload the new file and click Save Configuration

Encryption Certificate: @ Update Certificate || Reset Self-Signed Cert

Encryption Certificate: @ Download Certificate

Encryption Certificate Chain: @ Subject
Issued By:

Expiration Date:

Save Configuration Download SP Metadata

SSO Behaviors

Single Sign-on configurations for web based applications are browser specific, and do not support
cross browser authentication. When you maintain an active browser session to an application that
has been authenticated by an IDP, you will auto-login to applications authenticated by that IDP as long
as the session is active.
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7" IDP configured with SSO for Management Console and other applications (e.g. Office 365,
Atlassian, ServiceNow)

When you are logged into another application and access the Management Console with the same
browser, you will auto-login to Management Console without being prompted for IDP login
credentials. Similarly, when you are logged into Management Console and access another

application with the same browser, you will auto-login to the application without being prompted
for IDP login credentials.

* Browser session time-outs do not affect Management Console user time-out settings. You have to

sign out of Management Console to close your Management Console session. This applies to both
IDP and direct Management Console sign ins.

« If your browser times out, re-launching your browser and accessing the Management Console will
not prompt you for login credentials.

IDP Behaviors

* A continuous session for an IDP user is independent of the Management Console session time out.
* For all IDP users, the session will end by explicitly logging out of Management Console.

« If an IDP user session expires, the IDP user's session in Management Console will not close until

they log out of the existing session from Management Console. This is due to the IDP not sending a
closed session notification.

« If an IDP user session expires and the user then logs out of Management Console, than if the user
logs in again with the SIGNIN WITH IDP button, the user will be redirected to the IDP login page.

* First time sign in to Management Console using an IDP user will automatically create a
Management Console user with the default Administrator role.

Administrator default role

An IDP created user in Management Console will not have access to the SETTINGS page nor will
they be able to change the default Management Console settings.

Administrators should consider changing the default IDP user role to System Administrator to
provide access to SETTINGS and have the session timeout disabled.
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Logging Out

* Logging out of a Management Console session only terminates the local Management Console
session and does not affect the IDP session, nor sessions at other SPs where the IDP user may
have been logged in using SSO.

* Logging out of a Management Console session using the dashboard LOGOUT link will close the
user session and redirect the user to the Management Console login page.

* Using the Sign In With IDP button after logging out from the same browser will redirect the user to
the Management Console dashboard page without redirecting to the IDP login page, as the IDP
session is still active.

+ All Management Console sessions in all browsers will close when a user logs out from any
Management Console IDP connected session.

* Logging out of an IDP session will redirect the user to the IDP login page when using the Sign In
With IDP button.

Roles and Permissions

* The default IDP role is Administrator and can be changed by any user with the System
Administrator role.

+ Management Console created/edited user roles do not affect the IDP.

* IDP created/edited user roles do not affect Management Console

Management Console IDP Configuration

Prior to configuring the IDP for Management Console, you will need an IDP service that you can
manage. Complete the referenced Okta or PingFederate configuration prior to performing the next
steps. Okta Reference | PingFederate Install Reference & PingFederate Configuration Reference

1. Download the IDP metadata XML file from your IDP and upload this to Management Console. (See
Okta reference here)
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7" XML metadata file validation
To confirm the IDP metadata.xml file is valid, ensure the following:

+ The Metadata XML file, Attributes, and Tags are not empty
* The file contains starting and ending tags
* The contained signing certificate is valid

* The file does not contain a <RoleDescriptor> tag

2. Enter the Assertion Consumer Service URL.

The Assertion Consumer Service URL should be the same as the single sign-on URL in the IDP
configuration and it must be entered in following format https://<MC_FQDN/MC_IP_ADDRESS>/
saml/SSO.

3. Enter the SP Entity ID.

This ID will be any unique string specified in the IDP configuration to identify the Management
Console application as a service provider connection.

4. Update the Encryption Certificate on Management Console.

By default, a self-signed certificate is available in Management Console which you can update at
any time. You can use any of the following certificates when updating your Management Console
certificate:

* The default Management Console Certificate:** Select the Revert Self-Signed Certificate
button to have all the proper configurations using the default Management Console certificate
applied. The Management Console will reset and be offline for a short period of time.

« CA Signed Certificate: Select the Update Certificate button and then individually upload the
Encryption Certificate, Encryption Private Key, and the Encryption Chain.

- Self-Signed Certificate: Select the Update Certificate button and then individually upload the
Encryption Certificate, Encryption Private Key, and the Encryption Chain.
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AUTHENTICATION

USERS ROLES AND PERMISSIONS ACTIVE DIRECTORY CONFIGURATION ACTIVE DIRECTORY GROUPS DP CONFIGURATION

Configure IDP: @ To save IDP configuration, ensure IDP metadata and below all fields are updated

Upload IDP Metadata: @) SELECT FILE

Assertion Consumer Service URL: @ Ex. https:// <FQDN/IPaddress>/saml/SS0

SP Entity 1d: @ ACS URL or any string

Encryption Certificate: @

Update Certificate Revert Self-Signed Certificate Default MC certificate will be used for encryption on click of Revert Self-Signed Certificate

Upload Encryption Certificate: @ SELECT FILE

Upload Encryption Private Key: @ SELECT FILE

Upload Encryption Chain: @ SELECT FILE

Cancel upload certificate

Save Configuration Download SP Metadata Download SP metadata option will be available once configuration is saved

5. Download the Encryption Certificate used in step 4 which will be required in your IDP configuration.

6. Use the Save Configuration button to save the IDP SAML configuration.
This will cause the Management Console to restart and present the additional SIGN IN WITH IDP
option on the Management Console sign in page.

7. Download the Service Provider(SP)/Management Console metadata XML file by using the
Download SP Metadata button. This button becomes active once the SAML configuration is
enabled after performing step 6. See OKta - Obtaining IDP Metadata File

8. Sign in to the Management Console using the SIGN IN WITH IDP button.
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Securing User Passwords

Securing PColP Management Console User Passwords

This section provides an overview of how to change your PColP Management Console default
passwords.
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Accessing the PColP Management Console Virtual Machine Console

In order to change the PColP Management Console's default settings and run various scripts, you
must connect to the PColP Management Console’s virtual machine console and log in. The AMI
release of PColP Management Console has SSH enabled by default to provide access to its virtual
machine console. The SSH server on the CentOS operating system virtual machine is disabled on the
OVA release of PColP Management Console since access to the virtual machine console can be
made using VMware vSphere Client. However, if your security requirements permit SSH access, you
can temporarily or permanently enable SSH for the PColP Management Console virtual machine
admin user. This section provides instructions for both methods.

© Info: PColP Management Console AMI virtual machine console

When using PColP Management Console AMI format, SSH on the CentOS operating system virtual
machine is enabled by default to provide console access via an SSH Client.

Caution: SSH access on PColP Management Console AMI

Disabling SSH access on PColP Management Console AMI releases is not recommended as it will
prevent you from gaining vm console access which may be required to make changes such as
security updates and password changes.

PColP Management Console AMI users should start at Logging in from an SSH Client

Logging in to the PColP Management Console OVA Virtual Machine
Console

To log in to virtual machine console from vSphere Client:

1. Launch VMware vSphere Client.

2. Enter the IP address or FQDN for your vCenter Server along with your user name (DOMAIN\user
name) and password.

3. Select Inventory > VMs and Templates.

4. Expand the inventory tree and locate your PColP Management Console virtual machine.
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5. Right-click on the virtual machine and select Open Console.

6. Log in to the console:
user name: admin
password: ManagementConsole2015 (default) or the password you have assigned to the admin
user.

7" Note: Releasing the cursor once connected

Once you are connected to the console through the VMware vSphere client, you can release the
cursor at any time by pressing ctr1 j a1t | (Windows) or | Fn + control [+ option |(Mac).

7. When you have finished using the console, type logout to log out.

Enabling/Disabling SSH Access

By default, SSH access is disabled when the PColP Management Console OVA release is first
installed. If your security requirements permit SSH access and you wish to log in to the PColP
Management Console virtual machine console this way, you can run commands to enable SSH
temporarily or permanently.

7" Note: Only admin user can access SSH on AMI and OVA distributions

The PColP Management Console is configured to only enable SSH access for the admin user
when the SSH server is enabled. The PColP Management Console (OVA or AMI) always restricts
SSH access for the root user.

TEMPORARILY ENABLING SSH ACCESS
To run the SSH server and enable SSH access for the admin user until the next reboot:

1. Log in as admin to the PColP Management Console OVA virtual machine console from your
vSphere Client. See Logging in to the PColP Management Console OVA Virtual Machine Console.

2. Run the following command at the command line:

sudo /sbin/service sshd start
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TEMPORARILY DISABLING SSH ACCESS
To stop the SSH server and disable SSH access for the admin user until the next reboot:

1. Log in as admin to the PColP Management Console virtual machine console from your vSphere
Client. See Logging in to the PColP Management Console OVA Virtual Machine Console.

2. Run the following command at the command line:

sudo /sbin/service sshd stop

7" Note: Permanent SSH configuration

A permanent SSH configuration will automatically start the SSH service on reboot.

PERMANENTLY ENABLING SSH ACCESS
To permanently enable SSH on next reboot:

1. Log in as admin to the PColP Management Console OVA virtual machine console from your
vSphere Client. See Logging in to the PColP Management Console OVA Virtual Machine Console.

2. Run the following command at the command line:

sudo chkconfig sshd on

3. If SSH is disabled, Run the following command at the command line to start SSH immediately:

sudo service sshd start

PERMANENTLY DISABLING SSH ACCESS

Caution: Disabling SSH access on PColP Management Console AMI release not
recommended

Disabling SSH access on PColP Management Console AMI releases is not recommended as it will
prevent you from gaining vm console access which may be required to make changes such as
security updates and password changes.

To permanently disable SSH for the admin user after the next reboot:

1. Log in as admin to the PColP Management Console OVA virtual machine console from your
vSphere Client. See Logging in to the PColP Management Console OVA Virtual Machine Console).
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2. Run the following command at the command line:

sudo chkconfig sshd off
3. Disable the service by running the following command at the command line:
sudo service sshd stop

LOGGING IN FROM AN SSH CLIENT

To log in to virtual machine console from SSH Client once SSH is enabled:

1. Launch your preferred SSH client.
2. Enter the following information:

* Host name: Enter the FQDN or IP address for your PColP Management Console virtual
machine.

* Port: 22

+ Connection type: SSH
3. Click Open.
4. Log in to the PColP Management Console virtual machine console:
5. user name: admin

6. password: ManagementConsole2015 (default) or the password you have assigned to the admin
user. See Changing the PColP Management Console Virtual Machine Default User Password.

7. When you are finished using the console, type exit to log out and exit the application.

8. If desired, disable SSH. See Enabling/Disabling SSH Access.

CHANGING THE PCOIP MANAGEMENT CONSOLE VIRTUAL MACHINE DEFAULT USER PASSWORD

The PColP Management Console’s default password when it is first installed is
ManagementConsole2015. To secure the PColP Management Console, it is critical to change this
password immediately after installation.

To change the virtual machine default user password:

1. Log in to your PColP Management Console virtual machine console as admin using the default
password, ManagementConsole2015.

2. Type passwd at the command prompt.
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3. When prompted, enter the default password and then your new password twice:

passwd

Changing password for admin user.

New password:

Retype new password:<br>passwd:<br>password updated successfully.

4. Follow your company's policy for storing and sharing passwords.
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Changing the PColP Management Console Web Interface Default
Password
Disable default admin user

For security reasons, you must disable the default admin user and create a different administrative
user with a new name and password (Management Console Enterprise only). See Managing Users.

6 Important: Set time zone

You should select your time zone at this point. If you do not set the desired time zone, you may run
schedules at an undesirable time.

The PColP Management Console web user account has the following default user name and
password when it is first deployed which must be changed immediately after first login:

* User name: admin

* Default password: password

* Default Role: System Administrator

If further changes to the admin account password are required, perform the following steps:To
change the admin account password:

1. Click SETTINGS and then AUTHENTICATION to display the MANAGEMENT CONSOLE USERS
window.

2. In the USERNAME column, select admin and then click EDIT.

3. In the Current Password field enter the current password.

4. In the New Password field, enter the new password.

5. In the Confirm Password field, enter the password again.

6. Click SAVE.
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Re-enabling the PColP Management Console’s Web Ul Admin User
Account

The PColP Management Console virtual machine contains a script that lets you re-enable the PColP
Management Console web Ul admin account from the PColP Management Console virtual machine
console command line. This is useful if you disable the admin account from PColP Management
Console Enterprise and subsequently transition to PColP Management Console Free before re-
enabling the account from the PColP Management Console web Ul. In this case, you can run this
script to re-enable the admin user and enable administrative access to the PColP Management
Console Free web UlI.

To re-enable the admin account:

1. Select one of the following choices depending on whether you are using the OVA or AMI version of
PColP Management Console.

* Open the PColP Management Console console from vSphere Client. See Logging in to the
PColP Management Console OVA Virtual Machine Console.

+ SSH into the PColP Management Console AMI console.

2. Log in using the PColP Management Console console admin user name and password.

3. Change to the scripts directory:

cd /opt/teradici/scripts

4. Type the following command to run the script:

./enable admin.sh

Reverting the PColP Management Console’s Web Ul Admin User Password

The PColP Management Console virtual machine contains a script that lets you revert the password
for the PColP Management Console’s web interface admin user to password (the default) from the
PColP Management Console console command line. This is useful if administrators lose their PColP
Management Console web interface passwords and need a way to get logged in again.
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To revert the admin account password to its default value:

1. Open the PColP Management Console console from vSphere Client. See Logging in to the PColP
Management Console OVA Virtual Machine Console .

2. Log in using the PColP Management Console console admin user name and password.

3. Change to the scripts directory:

cd /opt/teradici/scripts

4. Type the following command to run the script:

./reset _admin password.sh BCRYPT New Password

6 Password Hashes

There are two hash arguments when resetting the admin password. BCRYPT is the
recommended hash argument to use for passwords over SHA512
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Changing the PColP Management Console Virtual Machine Default
'Root' Password
For security reasons, the root user is not used for PColP Management Console administration. This

user account has a large, randomly-generated password that is not published. To secure the PColP
Management Console, it is critical to change this password immediately after installation.

/" Virtual Machine Password

On first boot, the PColP Management Console generates a random password. Though the
password is randomly generated, it is still recommended that you change this password. Consult
with your security team to ensure your new password conforms with your local security policy.

To change the virtual machine default root password:

1. Log in to your PColP Management Console virtual machine console as admin.

2. Type the following command at the prompt:

sudo passwd root
3. When prompted, enter the new password twice:
Changing password for root user.
New password:

Retype new password:
passwd: all authentication tokens updated successfully.
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Moving to a Newer Version

Migrating PColP Management Console to a Newer Release Using
OVA

/7" Note: DNS Records

Ensure your PColP Management Console has a correctly configured A record and PTR record on
your DNS server. It is important to maintain the IP address and DNS hostname of your currently
deployed PColP Management Console when migrating to a newer release. This enables a
seamless transition to the new PColP Management Console and eliminates unnecessary PColP
endpoint configuration as each endpoint is configured to report to the previous PColP
Management Console IP address.

6 Tip: Disable Auto-Config and Scheduling

Consider turning off Auto-Config and Scheduling prior to doing a database backup. Performing this
step ensures both features will be off when you restore the database preventing unexpected
schedules from running and preventing new devices from suddenly appearing in the PColP
Management Consoleduring the migration process. After confirming a successful database
restore consider re-enabling Auto-Config and Scheduling.

These instructions explain how to migrate PColP Management Console 2.x or later to a more current
PColP Management Console release.

At the end of this section you will find instructions that will allow the new Management Console OVA
format to work in an IPv6 environment.
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To migrate PColP Management Console to a newer release:

1. Connect to your PColP Management Console virtual machine console that you wish to migrate
from and log in using the admin account and password. See Accessing the PColP Management

Console Virtual Machine Console.

« If migrating from PColP Management Console 2.x go to step 2.
« If migrating from PColP Management Console 3.x, 19.x or higher go to step 3.

2. PColP Management Console 2 users. Perform the following steps to record the IP address,
netmask, and default gateway:

a. Type sudo system-config-network to launch the network configuration tool.
b. From the main menu, select Device configuration.
c. In the next screen, select eth0 (eth0) - vmxnet3.

d. Make a note of PColP Management Console 2's static IP address, netmask, default gateway,
and DNS server. If no IP information is displayed, it is because the PColP Management
Console 2 is configured to use DHCP which is not recommended. See Assigning a Static IP
Address.

e. Select Ok.
f. In the next screen, select Cancel.

g. In the next screen, select Quit.

& Recommendation

Support does not recommend changing the PColP Management Console DNS
configuration.

3. PColP Management Console 3 and higher users. Perform the following steps to record the IP
address, netmask, and default gateway:

a. Type sudo nmtui to launch NetworkManager TUL.
b. From the main menu, select Edit a connection.
c. In the next screen, select eth0, and press Enter |

d. Make a note of PColP Management Console 3's static IP address, netmask, default gateway
DNS servers, and domains (if configured). If no IP information is displayed, it is because the

-88/473 - © Copyright 2023 HP Development Company, L.P



PColP Management Console Migrating PColP Management Console to a Newer Release Using OVA

PColP Management Console is configured to use DHCP which is not recommended. See
Assigning a Static IP Address.

e. Select < OK > or < Cancel > and press Enter |.

f. Select < Back > to return to the main screen.

& Recommendation

Support does not recommend changing the PColP Management Console hostname using

this tool.

g. In the next screen, select Quit.

4. Manage your PColP Management Console certificate (applies to custom PColP Management

Console certificates only):

7" Note: Skip this step if using the default signed certificate

Skip this step if you are using the default self-signed PColP Management Console certificate.

* If you plan to use your custom PColP Management Console certificate after upgrading, our
support team recommends that you copy it to a safe location where you can retrieve it to use
with the new PColP Management Console. See Managing PColP Management Console

Certificates.

« If you plan to use a new custom PColP Management Console certificate after upgrading, first
you will need to update your endpoint profiles to include the new PColP Management Console
certificate (or its issuer) and push the profile out to every endpoint, including any ungrouped
endpoints, before deploying the new console. If necessary, use each individual endpoint's AWI
to upload the new PColP Management Console certificate (or its issuer) to the endpoint. See

Managing Profiles.

6 Important: Update endpoint profile's new certificate before deploying the upgrade

Ensure that you roll out the new certificate to the endpoints prior to deploying the new
PColP Management Console; that is, update your profile certificates using the original
console. Otherwise, you will lose the management of the endpoint.
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5.

10.

11.

12.

Back up and download the current PColP Management Console database archive file to an
external location before beginning the upgrade:

a. Log in to the PColP Management Console web interface.
b. From SETTINGS > DATABASE, select BACK UP.
c. Enter a description for the backup and click BACK UP.

d. When the backup completes, select the file in the database table, click DOWNLOAD, and then
save the archive file. You will need to retrieve this file later.

6 Important: Database upgrades when migrating from PColP Management Console 2.4 or
older

Upgrades when migrating from PColP Management Console 2.4 or older can generate large
databases that can cause issues during upgrades. See knowledge base article 1029 for

workarounds.

. If you are using PColP Management Console Enterprise, record the following licensing information

by viewing installed licenses for online installations or viewing installed licenses for offline

installations.
* Fulfillment ID

« Entitlement ID (activation code)

. If you are using PColP Management Console Enterprise, deactivate the PColP Management

Console Enterprise license from the SETTINGS > LICENSE page.

. Shut down the PColP Management Console virtual appliance.

. Follow Installing PColP Management Console using vSphere to deploy the new PColP

Management Console release.

Connect to your PColP Management Console virtual machine console. See Logging in to the
PColP Management Console OVA Virtual Machine Console.

Log in as admin using the default password (ManagementConsole2015) and change the admin
user password. See Accessing the PColP Management Console Virtual Machine Console.

Use the same network settings as the previous PColP Management Console release.
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7" Note: Reserve IP address against the new virtual machine if using DHCP reservation

If you are using DHCP reservation, reserve the IP address against the new PColP Management
Console virtual machine. Otherwise, see Assigning a Static IP Address for instructions.

* Migration between IPv4 and IPv6: If your migration includes changing IPv4 and IPv6
networks, review using IPv6 and moving between IPv4 and IPv6

13. Restart the PColP Management Console and ensure it has the correct addressing information.

14. If you are using PColP Management Console Enterprise, activate its license from the SETTINGS >
LICENSE page.

15. Log in to the PColP Management Console web interface using the following default user account:
+ User name: admin
« Password: password

16. If you are using a custom PColP Management Console certificate (either the custom certificate
from the previous PColP Management Console release or a new custom certificate), upload the
certificate to the new PColP Management Console. For more information creating and uploading
your own certificate, see Managing PColP Management Console Certificates.

7" Note: Skip this step if using the default signed certificate

If you are using the default self-signed PColP Management Console certificate, skip this step.

17. Upload the database archive file you saved in step 5, and then restore the database. See Managing
PColP Management Console Databases.

& This step reverts user accounts and passwords to previous PColP Management Console
release

This step replaces all users on the system with the user accounts and passwords that existed
on the previous PColP Management Console. If you changed the default web Ul password for
the admin account, it will not be the standard default password. If necessary, you can revert the
admin account password to its default value and then reset the password. To revert the

password, see Reverting the PColP Management Console Web Interface Default Password.

18. Log in again using your standard user account.
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19. Check the Management Console Health field on the DASHBOARD page to ensure the PColP
Management Console status is GOOD. See Understanding the PColP Management Console
Dashboard.

20. From the ENDPOINTS page, click REFRESH to see endpoints begin contacting the new PColP
Management Console. You can also verify groups, profiles, schedules, and auto configuration rules
at this time. See Managing Endpoints.

Migrating Management Console OVA format to IPv6

To migrate Management Console OVA format to IPv6, you must configure your network interface to
IPv6 and then configure your firewall rules to remove IPv4 rules and allow IPv6 rules for Management
Console communication. The firewall rules referenced below refer to firewalld.

1. Perform the steps above. After performing the steps above, change the Management Console
network configuration to IPv6 by performing the steps in Moving between IPv4 and IPv6

2. Access Management Console Web Ul via IPv6 address.

6 Time Settings

Ensure your Management Console time settings are correct by using the sudo hwclock --debug
command. If there are issues, check your host computer time and date settings, BIOS and VM
hardware settings.
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Upgrading Management Console Using RPM

Update your software to the current release

From time to time, updates may be made available from support, or the developers of CentOS.
While we recommend staying current on releases, it is also recommended that you test updates on
a test system prior to upgrading your production system or back up a snapshot of the PColP
Management Console before running the update.

Backup Your Database

Always ensure you have a working backup of your Management Console data when performing a
Management Console removal, upgrade, or installation. Considerations should include:

* having a current snapshot of your virtual machine
* having a complete backup or clone of your Linux PC

* having a current backup of your Management Console database.

There are two different scenarios that require slightly different steps when installing or upgrading
Management Console using the RPM. One scenario has Management Console deployed on a site
that has access to the Internet and the other scenario is having Management Console deployed on a
dark site where there is no internet access.

UPGRADING MANAGEMENT CONSOLE WITH INTERNET ACCESS

Upgrade from Management Console 23.01 or older to Management Console 23.06

1. Download the available RPM and applicable online dependency file for this release from the
support site and ensure they are located on the Management Console Linux VM.

You can use a third party tool such as WinSCP to copy and move files into the CentOS/RHEL host
operating system.

2. Upgrade Management Console dependencies using the online dependency package for your Linux
deployment.

+ Cent0S 7.9

-93/473 - © Copyright 2023 HP Development Company, L.P


https://docs.teradici.com/find/product/management-console/2023.06/management-console
https://docs.teradici.com/find/product/management-console/2023.06/management-console-rpm-dependencies

PColP Management Console Upgrading Management Console Using RPM

sudo sh ./teradicimc <mc version>-online-dependency-centos7.9.tar.gz

*RHEL 7.9

sudo sh ./teradicimc <mc version>-online-dependency-rhel7.9.tar.gz

* RHEL 8.6

sudo sh ./teradicimc <mc version>-online-dependency-rhel8.6.tar.gz
3. Verify the PostgreSQL version is 14.5.
psgl -V

4. Upgrade the Management Console from the directory where the RPM file is located.

sudo yum install teradicimc-<version>.rpm

Upgrading from Management Console 23.04 to Management Console 23.06

1. Download the Management Console RPM from the support site and ensure it is located in the
<logged in user directory> on the Management Console Linux VM.

2. Upgrade the Management Console from the directory where the RPM file is located.

sudo yum install teradicimc-<version>.rpm
UPGRADING MANAGEMENT CONSOLE WITHOUT INTERNET ACCESS (DARK SITE)

1. Download the dark site package (that includes PostgreSQL, Python 3 dependencies, and

Management Console RPM) from the support site and ensure it is located in the <logged in user
directory> on the Management Console Linux VM.

You can use a third party tool such as WinSCP to copy and move files into the CentOS/RHEL host
operating system.

2. Use the dark site package to install or upgrade Management Console and all dependencies in one
of the supported offline environments.

*+Cent0S 7.9

sudo sh ./teradicimc <mc version>-offline-centos7.9.tar.gz

*RHEL 7.9

sudo sh ./teradicimc <mc version>-offline-rhel7.9.tar.gz

* RHEL 8.6

sudo sh ./teradicimc <mc version>-offline-rhel8.6.tar.gz
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3. Verify the PostgreSQL version is 14.5.

psgl -V
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Moving Between IPv4 and IPv6

Management Console supports only pure IPv4 or IPv6 networks and not hybrid or stacked networks.

7" Upgrading and migrating at the same time

If a user wants to upgrade and migrate ( Ipv6 to Ipv4 and vice versa ) at the same time e.g. user
want to upgrade from 20.04 IPv4 to 20.07 IPv6, we suggest they first complete upgrade (20.04
IPv4 to 20.07 IPv4 upgrade) and then following the IPv4 to IPv6 migration guideline

These steps must be performed in order for Management Console to operate successfully in a pure
IPv4 or pure IPv6 environment.

Deleted Data

Be sure to backup your database in case you have to revert your change. When changing networks,

Management Console will permanently delete unrelated data. See deleted data for more
information on what is deleted.

To configure firewalld for an existing Management Console deployment
that has been changed from IPv4 to IPv6 or vice versa

1. Login to the Management Console host operating system console.

2. Stop the mcconsole service.
sudo systemctl stop mcconsole
3. Stop the mcdaemon service.

sudo systemctl stop mcdaemon
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4. To Enable or Disable IPv6 environment, you must modify the teradici.ipv6.conf file by executing

either of the following commands.

+ To disable IPv6 configuration in an IPv4 environment

sudo su

echo -e
"net.ipvé6.conf.all.disable ipv6=1l\nnet.ipvé.conf.default.disable ipv6=1"

> /usr/lib/sysctl.d/teradici ipvé6.conf

exit
* To enable IPv6 configuration in an IPv6 environment

sudo su
echo -e
"net.ipv6.conf.all.disable ipv6=0\nnet.ipvé.conf.default.disable ipv6=0"

> /usr/lib/sysctl.d/teradici ipvé6.conf

exit

5. Change the NIC IP address to IPv4 or IPv6.
6. Reboot your computer.

sudo init 6
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7. Configure your Management Console firewall for the appropriate network.

« Configuration rules from 20.04 or later to 20.07.1

+ Moving from IPv4 to IPv6: Follow the same steps as shown at Firewall changes required

after an RPM Upgrade from Management Console 20.04 to Management Console 20.07
in IPv6 Environment

* Moving from IPv6 to IPv4: Follow the same steps as shown at Firewall changes required

after an RPM Upgrade from Management Console 20.04 to Management Console 20.07
in IPv6 Environment

+ Configuration rules from 20.01 or older to 20.07.1

* Moving from IPv4 to IPv6: Follow the same steps as shown at Updating firewall

configuration after upgrading from Management Console 19.05 through to 20.01 to
Management Console 20.07 with IPv6

* Moving from IPv4 to IPv4: Follow the same steps as shown at Firewall changes after a
RPM Upgrade from Management Console 20.01 or older using IPv4

8. Run the scripts to delete unrelated data to maintain a pure IPv4 or IPv6 network.

cd /opt/teradici/database
sudo python mc_env db.py

9. Start the mcconsole service.
sudo systemctl start mcconsole
10. Start the mcdaemon service.

sudo systemctl start mcdaemon
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6 Existing IPv6 rule removal

If your Management Console happens to have previous Management Console IPv6 rules
configured, remove them now by performing the following steps.

Note : If rule is not enabled it shows a warning NOT_ENABLED

1. Close port 443:

sudo firewall-cmd --zone=S$S (echo Sdef zone) --permanent --remove-rich-

rule="'rule family=ipv6 port port=443 protocol=tcp accept'

2. Close port 22:
sudo firewall-cmd --zone=S$S (echo Sdef zone) --permanent --remove-rich-

rule="'rule family=ipv6 port port=22 protocol=tcp accept'

3. Close port 5172:
sudo firewall-cmd --zone=$ (echo $def zone) --permanent --remove-rich-

rule="rule family=ipv6 port port=5172 protocol=tcp accept'

4. Close port 80:
sudo firewall-cmd --zone=$ (echo $def zone) --permanent --remove-rich-

rule="rule family=ipv6 port port=80 protocol=tcp accept'

5. Remove port forwarding of 8443 to 443:
sudo firewall-cmd --zone=$ (echo $def zone) --permanent --remove-rich-

rule="'rule family=ipv6 forward-port to-port=8443 protocol=tcp port=443"'

6. Remove port forwarding of 8080 to 80:
sudo firewall-cmd --zone=$ (echo $def_zone) —--permanent --remove-rich-

rule="'rule family=ipv6 forward-port to-port=8080 protocol=tcp port=80"

To configure firewalld rules for an existing Management Console moving from an IPv6 to an IPv4 network perform the
following steps:

1. Login to the Management Console host operating system console.

2. Enable required IPv4 ports.

sudo firewall-cmd --zone=$(echo $def zone) --permanent --add-

port={22,443,80,5172}/tcp

3. Redirect IPv4 port 443 to port 8443.
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sudo firewall-cmd --zone=$ (echo $Sdef zone) --permanent --add-forward-

port=port=443:proto=tcp:toport=8443
4. Redirect IPv4 Port 80 to 8080.

sudo firewall-cmd --zone=S$ (echo $Sdef zone) --permanent --add-forward-

port=port=80:proto=tcp:toport=8080

5. Remove IPv6 rules.

* Remove port forwarding to 8443 and 8080

sudo firewall-cmd --zone=S$S (echo $Sdef zone) --permanent --add-forward-

port=port=443:proto=tcp:toport=8443

sudo firewall-cmd --zone=S$ (echo $Sdef zone) --permanent --add-forward-

port=port=80:proto=tcp:toport=8080
* Close port 443

sudo firewall-cmd --zone=$ (echo $def_zone) —--permanent --remove-rich-

rule="'rule family=ipv6 port port=443 protocol=tcp accept'
* Close port 22

sudo firewall-cmd --zone=S$S(echo $Sdef zone) --permanent --remove-rich-

rule="'rule family=ipv6 port port=22 protocol=tcp accept'
* Close port 5172

sudo firewall-cmd --zone=$ (echo $def zone) --permanent --remove-rich-

rule="rule family=ipv6 port port=5172 protocol=tcp accept'

+ Close port 80
sudo firewall-cmd --zone=$(echo $Sdef zone) --permanent --remove-rich-
rule="'rule family=ipv6 port port=80 protocol=tcp accept'

6. Remove redirect of IPv4 port 443 to 8443.

sudo firewall-cmd --zone=S$S(echo $def zone) --permanent --remove-rich-rule='rule

family=ipv6 forward-port to-port=8443 protocol=tcp port=443"
7. Remove redirect IPv6 Port 80 to 8080.

sudo firewall-cmd --zone=$S(echo $Sdef zone) --permanent --remove-rich-rule='rule

family=ipv6 forward-port to-port=8080 protocol=tcp port=80'
8. Reload the firewall.

sudo firewall-cmd --reload
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9. Confirm the rules are applied.

a. Check the firewalld status is active.

sudo systemctl status firewalld

To configure firewalld rules for an existing Management Console moving from an IPv4 to an IPv6 network perform the
following steps:

1. Login to the Management Console host operating system console.

2. Remove IPv4 rules.

* Close IPv4 ports

sudo firewall-cmd --zone=S$S(echo Sdef zone) --permanent --remove-

port={22,443,80,5172}/tcp
* Remove IPv4 port forwarding to 8443 and 8080

sudo firewall-cmd --zone=S$ (echo $defizone) —-—-permanent --remove-forward-

port=port=443:proto=tcp:toport=8443
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sudo firewall-cmd --zone=S$S(echo Sdef zone) --permanent --remove-forward-

port=port=80:proto=tcp:toport=8080
3. Enable required IPv6 ports.

* Open port 443

sudo firewall-cmd --zone=$S(echo $Sdef zone) --permanent --add-rich-rule='rule

family=ipv6 port port=443 protocol=tcp accept'
* Open port 22

sudo firewall-cmd --zone=S$(echo $Sdef zone) --permanent --add-rich-rule='rule

family=ipv6 port port=22 protocol=tcp accept'
* Open port 5172

sudo firewall-cmd --zone=$S(echo $def zone) --permanent --add-rich-rule='rule

family=ipv6 port port=5172 protocol=tcp accept'
* Open port 80
sudo firewall-cmd --zone=S$(echo $Sdef zone) --permanent --add-rich-rule='rule
family=ipv6 port port=80 protocol=tcp accept'
4. Redirect IPv6 port 443 to 8443.

sudo firewall-cmd --zone=$(echo $def zone) --permanent --add-rich-rule='rule

family=ipv6 forward-port to-port=8443 protocol=tcp port=443"
5. Redirect IPv6 Port 80 to 8080.

sudo firewall-cmd --zone=S$S(echo $Sdef zone) --permanent --add-rich-rule='rule

family=ipv6 forward-port to-port=8080 protocol=tcp port=80"'
6. Reload the firewall.

sudo firewall-cmd --reload

7. Confirm the rules are applied.

a. Check the firewalld status is active.

sudo systemctl status firewalld
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b. Verify all rules are added in firewalld or not, all rules should be applied.

sudo firewall-cmd --list-all
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Migrating from PColP Management Console 1

Follow the steps outlined here to migrate your PColP Management Console 1 to PColP Management
Console version 2 or later.

A PColP Management Console properties

Not all properties from PColP Management Console 1 have been migrated to the current release
of PColP Management Console. For further details, see PColP Management Console 1 Profile
Properties Renamed or Not Migrated

Step 1: Install and configure this version of PColP Management Console

/7" Management Console formats

These instructions are for configurations using the OVA format of this release of Management
Console. Different formats (AMI, RPM) will require similar steps.

To install and configure the current OVA version of PColP Management Console:

1. To install PColP Management Console using vSphere Client

2. To log in to virtual machine console from vSphere Client

3. Changing the PColP Management Console Virtual Machine Default User Password

4. Changing the Default Network Configuration

5. Managing Licenses Online (optional).

6. If you are using an autodiscovery method, update your DHCP or DNS server with the new PColP
Management Console information:

» Configuring DHCP Options (for DHCP discovery)

+ Adding the DNS SRV Record (for DNS discovery)
+ Adding a DNS TXT Record (for DNS discovery)

7. Using the Web Interface for the First Time.
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8. Changing the PColP Management Console Web Interface Default Password.

HP recommends that you disable the web Ul admin user and create a new PColP Management
Console administrative user.

9. From the PColP Management Console web Ul, upload the desired 20.01 or later firmware file for
your endpoints.
At least one 20.01 or later firmware image must be uploaded before a profile can be created.

Step 2: Import profiles, create groups, and assign profiles to the groups

PColP Management Console provides a profile import script that enables you to import your PColP
Management Console 1 profiles into newer releases of PColP Management Console.

/" Importing process creates tab for endpoints

The profile import process will create a tab for Tera2 Dual and Quad PColP Zero Clients and
Remote Workstation Cards. If you are only migrating one type of endpoint (quad or dual), it is
recommended that you delete the tab for the other type to avoid accidentally configuring the
wrong profile type. For example, if you are only migrating dual PColP Zero Clients and you set
properties in the QUAD tab, the profile will not be applied.

Migrated Profile Naming Rules

Migrated profiles are named according to the following rules:

« If there is no profile in the new PColP Management Console with the PColP Management Console 1
profile name, then the migrated profile is called the same name as was used in PColP Management
Console 1.

* If there is a profile in the new PColP Management Console with the PColP Management Console 1
profile, then the migrated profile is called the PColP Management Console 1 name with imported
appended to it. If that name is already taken, then the script appends #, where # is an integer that
starts counting up from one until it finds a name that is not taken.

Example

If the new PColP Management Console does not have a '‘My Profile' profile, importing this profile
four times from PColP Management Console 1 would result in the following PColP Management
Console profile names.
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Migrated Profile Naming Example

# of Times PColP Management Console 1 Profile PColP Management Console Profile
Migrated Name Name

1 My Profile My Profile

2 My Profile My Profile_imported

3 My Profile My Profile_imported 1

4 My Profile My Profile_imported 2

/" Sort the DESCRIPTION column to show the last created profile

If you are unsure what name the migrated profile is called, sort the profile table’s DESCRIPTION
column by the last created description. The most recently created profile will be at the top. See
Displaying Profile Information.

Before You Import Your Profiles

Before beginning, ensure the following prerequisites are in place:

* For PColP Zero Clients and Remote Workstation Cards, ensure you have uploaded the firmware
version used in your profiles, otherwise migrated profiles will be assigned the latest firmware
version that exists in PColP Management Console.

* The import script requires the following firmware conditions be met, or the migration script will

abort and provide an error message.

Firmware applied in PColP Management Firmware required to be preloaded to PColP Management
Console 1 profile being migrated Console 3 or later for migration script to run successfully
No firmware applied to MC1 profile Client and Remote Workstation Card

Client only Client

Remote Workstation Card only Remote Workstation Card

Client and Remote Workstation Card Client and Remote Workstation Card

* You know your PColP Management Console 1 user password (that is, the password for the teradici
administrative user) if it was changed. The default password is 4400Dominion.

* You know the PColP Management Console 1 profile name(s).
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7" PColP Management Console 1

Profile names are case and white space sensitive.

* Both PColP Management Console 1 virtual appliance and the new PColP Management Console
virtual appliance reside on the same network.

+ PColP Management Console virtual appliance is able to open an SSH tunnel to the PColP
Management Console 1 virtual appliance over port 22.

To test if the virtual appliance is able to open an SSH tunnel:
a. From your PColP Management Console VM console, type ssh teradici@< PColP Management
Console 1 IP address or domain name >.
b. Enter your PColP Management Console 1 VM password.

c. Type exit to close the session and return to your PColP Management Console.
* On PColP Management Console 1.x, you perform the following steps:

a. With root privileges, modify /etc/postgresql/9.1/main/postgresql.conf by replacing the
line

listen addresses = 'localhost' with listen addresses = '*'.

& Commented lines

Note that any code preceded by the # symbol is a comment. The functioning line of code in
this step is located at the bottom of the file.

b. With root privileges, modify /etc/postgresql/9.1/main/pg hba.conf by appending a new
line host all all 0.0.0.0/0 md5 and saving the file.

c. Reboot MC1 and make sure the changes were saved.

+ On PColP Management Console 3.x or newer releases, you perform the following step:

1.Run the command sudo iptables -I INPUT 1 -p tcp -m state --state NEW --dport
5432 -j ACCEPT
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Import Individual Profiles

To import profiles to PColP Management Console release 2 or later, run the migration script shown
next for each profile that you want to import:

1. Log in to your new PColP Management Console VM console. See Logging in to the VM Console on
page 1.

2. Change to the migration_script directory:

cd /opt/teradici/database/legacy/migration script

3. Run the script (one or more times) to migrate one profile at a time using one of the following
commands:

« If you have not changed the PColP Management Console 1 user password:

./migrate mcl profile.sh -a <MC 1 address> -p <"profile name">

« If you have changed the PColP Management Console 1 user password:
./migrate mcl profile.sh -a <MC 1 address> -p <"profile name"> -1 <MC 1 user

password>

where <"profile name"> is the exact PColP Management Console 1 profile name enclosed in
double quotes (for example, "My Profile").

6 Profile Names in PColP Management Console 1

Profile names are case and white space sensitive.

4. Load (or reload) the newPColP Management Console PROFILE page to see the migrated profiles.
See Managing Profiles.

5. Select each profile and click EDIT to check that the profile settings are correct. For example, if your
PColP Management Console 1 profile contained a certificate file, this file should also be present in
your new PColP Management Console profile.

7" Note: OSD logo is never imported

The OSD logo is never imported. While you are in edit mode, you can manually add this logo to
your PColP Management Console profile or modify the profile as desired. For details about
other profile properties that are not migrated or that have been renamed by the profile import
process, see PColP Management Console 1 Profile Properties Renamed or Not Migrated.
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6. From the PColP Management Console 1 web Ul, make a note of the groups that contain the
endpoints you want to migrate and then create the groups from the new ENDPOINTS page on the
new PColP Management Console using the same group names.

7. Associate the correct profile with each group in turn.

Troubleshooting the Profile Import Script

The profile import script is case and white space sensitive because PColP Management Console 1
profile names are case and white space sensitive. If the script is unable to find your 1.10.x profile, try
copying the exact profile name from PColP Management Console 1.

To copy the exact profile name from PColP Management Console 1:

1. In the PColP Management Console 1 PROFILES page, click the profile’s Edit link.
2. In the Edit Profile dialog, select the entire content of the Name field and copy it.

3. When you run the script, paste this name enclosed in double quotes as the < profile name > in the
migration script instructions.

Step 3: Migrate each group of PColP Management Console 1 endpoints to
this version of PColP Management Console

If you have a large deployment, support recommends that you migrate your endpoints on a group-by-
group basis, checking that the endpoints in each group have successfully migrated to the new PColP
Management Console, before proceeding with the next group.

To migrate each group of endpoints:

1. Create and enable an auto configuration rule.
2. From PColP Management Console 1, upgrade PColP endpoints to firmware 20.01 or higher.

3. If you are not using DHCP options or DNS service record discovery, perform a manual discovery
from the new PColP Management Console to discover the endpoints.

4. Refresh the new PColP Management Console ENDPOINTS page and check that the endpoints
have been discovered and placed in the correct group with the correct associated profile.
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Managing Firmware

Managing PColP Zero Client and Remote Workstation Card Firmware

Upgrading Endpoints to Firmware 5.0 or Later and Downgrading to Older Firmware provide an
overview of how to upgrade or downgrade your version of the PColP Zero Client or Remote

Workstation Card firmware.

Deployments containing endpoint groups with different versions of firmware should consider
upgrading all endpoints to the (same) latest version of firmware for ease of management and
upgradeability.

/" Firmware in migrated profiles

Migrating from Management Console 1

When using profiles from PColP Management Console 1 that were migrated to newer versions of
PColP Management Console, ensure firmware requirements are met. You must upload at least one
image of the firmware you wish to upgrade to. Migrated profiles will be assigned the latest

firmware version that is present on PColP Management Console.

6 Recommendations for firmware use in Management Console

* First upgrade to Management Console 20.01 or newer and secondly deploy firmware 20.01 or

newer.

« After upgrading your Management Console you will be able to manage any endpoints with
older firmware.

« If you have a large deployment with multiple endpoint groups, we recommend scheduling
firmware upgrades one group at a time.
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Upgrading Endpoints to Firmware 5.0 or Later

PColP Management Console cannot upgrade endpoints running firmware versions prior to 5.0.
Instead, you can perform this step remotely for a group of endpoints using PColP Management
Console 1 or you can update the firmware for individual endpoints locally using each endpoint’s AWI.

Firmware 20.01

If you use PColP Management Console to deploy firmware 20.01 or newer, it is strongly
recommended that you first upgrade to Management Console 20.01 or newer and secondly deploy
firmware 20.01 or newer.

6 Important: Test the upgrade with a small group of test endpoints

Before upgrading all your endpoints, first test the procedure with a small group of test endpoints to
ensure that they can be discovered and managed by PColP Management Console.

Caution: Remote Workstation Cards

Remote Workstation Cards cannot be powered down, power reset, or reset to default by the PColP
Management Console as the Remote Workstation Card requires the host computer to be restarted
due to the Remote Workstation Card obtaining its power from the host computer motherboard. An
alternate method of restarting the host computer is required to restart the host computer.

Upgrading Firmware Using PColP Management Console 1
To update the firmware for a group of endpoints using PColP Management Console 1:

1. Ensure that the endpoints you wish to update are placed in their own group. Depending on your
site configuration, this may require modifications to your DHCP options or DNS SRV records, or it
may require disabling persistent auto-configuration or placing the endpoints into a segregated
network with a new PColP Management Console 1.

2. From the PColP Management Console 1 or later home page, click Update Firmware.
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3. Click the Import Firmware link to transfer the firmware 20.01 or higher release file from your host
machine to the PColP Management Console 1 virtual machine.

4. Click Browse, locate the combined firmware file, and then click Open. This file will have a .pcoip
extension.

5. Click Import Now to transfer the firmware 20.01 or higher release file from your host machine to
the PColP Management Console 1 virtual machine.

6. Click the Update Devices link.
7. In the Select Devices to Update section, you can further define the endpoints you wish to upgrade
by 3 different groupings.
* Device Family: lists the processor family used by the endpoint Tera2.

* Version Number: represents the currently applied firmware on the endpoints you want to
update (for example, 20.07).

* Group: lists any groups you have previously configured for endpoint management.

Upgrading Endpoints to Firmware 5.0 or Later

& Tip: Upgrade firmware one group at a time

HP recommends upgrading firmware one group at a time. Groups that are not migrated and will
have to be recreated manually in the new PColP Management Console.

8. Click View Devices to Update.

9. Select the endpoints you wish to update, choose the desired endpoint restart and schedule
options, and then click Schedule Update.

10. If desired, click View Status to watch the update status of the endpoints.

7" Note: Update endpoint firmware by applying a profile

You can also update endpoint firmware by applying a profile that contains an associated firmware
file. For information about managing endpoints with PColP Management Console 1, see the PColP
Management Console 1.x User Manual.

After the endpoints reboot, they are no longer online in PColP Management Console 1. If you
configure the endpoints to include the address for the newer PColP Management Console, or update
your DHCP options appropriately, then the endpoints are present in the new PColP Management
Console in a few minutes.
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Upgrading Firmware Using the Endpoint’s AWI

To update the firmware for an individual endpoint using the AWI:

1.
2.

Enter the endpoint’s IP address in your browser’s address bar and then log in to its AWI.

Select the Upload > Firmware menu.

. From the Firmware Upload page, browse to the folder containing the firmware file. This file will

have an .a11 extension.

. Double-click the ".all' firmware file and then click **Upload*.

. Click OK to confirm that you want to proceed with the upload. The operation may take a few

minutes. When completed, the AWI page displays two buttons—Reset and Continue.

. Click Reset.
. Click OK.
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Downgrading Endpoints to an Older Firmware

From PColP Management Console, you can apply a profile to a group of endpoints running firmware
20.01 or higher to remotely downgrade firmware to an older version. Alternatively, you can downgrade
the firmware on an individual endpoint using the endpoint’s AWI.

& Important: Perform a firmware upload twice when downgrading firmware to 4.8.x on a Tera2
PColP Zero Client

For PColP Zero Clients, you will need to perform a firmware upload twice. This is because the
current firmware installed in the endpoint also contains a recovery image that exists in a different
location in flash memory from the firmware image. When you upload a new firmware file to the
endpoint, the recovery image is left untouched to guarantee that if the firmware upload fails, a
bootable image to boot from still exists. It is therefore necessary to perform another full upload to
ensure that the recovery image is completely removed. When using PColP Management Console
to perform a downgrade to an older firmware, the second firmware upload will need to be
completed using PColP Management Console 1. Alternatively, you can upload the firmware twice
from the PColP Zero Client AWI. For more details about recovery mode, please see PColP Zero
Client Firmware Administrators' Guide . This does not apply to Remote Workstation Cards.

Downgrading Endpoint Firmware Using a PColP Management Console
Profile

Before you begin, be sure you assign the firmware for the endpoints you wish to downgrade to a
group. See Organizing Endpoints into Groups to find out more.

DOWNLOADING THE FIRMWARE

All access subscribers can obtain the latest firmware by navigating to the Uploading the Firmware to

the PColP Management Console

To upload the firmware to the PColP Management Console:

1. Download the older firmware file for PColP Zero Clients, and if required the older firmware file for

Remote Workstation Cards, and extract the package contents.
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2. From PColP Management Console, click SETTINGS > SOFTWARE to display the SOFTWARE
MANAGEMENT window.

3. Click Add Software/Firmware.

4. Click Select file, select the combined firmware .pcoip file that you extracted previously, and then

click Open and Upload to upload the file to the PColP Management Console.

ASSOCIATING A PROFILE WITH A GROUP

To associate a profile with a group:

1. In the PColP Management Console top menu, click PROFILE and then NEW PROFILE.

2. Enter a name and description for the older firmware profile.

3. Click the + tab, select the appropriate profile option and click ADD.
Options are:

« TERA2: CLIENT [DUAL] - (latest firmware)

+ TERA2: CLIENT [QUAD] - (latest firmware)

« TERA2: HOST [DUAL] - (latest firmware)

« TERA2: HOST [QUAD] - (latest firmware)

4. In the SOFTWARE section, select the firmware file from the Firmware Version drop-down list, and
then click SAVE.

5. From the ENDPOINTS page, select the group containing the endpoint(s) you want to downgrade.

6. Click PROFILE and then select CHANGE.

7. In the drop-down list, select the profile you just created, and then click OK.

8. Select the | understand message and click OK again.

APPLYING THE PROFILE IMMEDIATELY

You can apply the profile immediately to either a group of endpoints or an individual endpoint.

To apply the group or individual profile immediately:
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PColP Management Console Downgrading Endpoints to an Older Firmware

1. In the PColP Management Console top menu, click ENDPOINTS and select the desired group or
endpoint.

2. Click PROFILE and then select APPLY.

3. Enable the | understand message and then click APPLY.

4. From the DASHBOARD, check Endpoint Updates in Progress in the CURRENT ACTIVITY section for
information about the update.

/7" Note: Synchronize firmware image after applying profile

After the profile applies, the selected PColP Zero Clients will automatically restart and upload the
latest firmware image. The Remote Workstation Cards will need to be restarted manually before it
uploads the latest firmware image. After the restart, the endpoints will either no longer appear in

the ENDPOINTS table or they may appear as offline. The PColP Management Console will not be
able to manage them. To synchronize the recovery image (applicable to PColP Zero Clients only) in
flash memory, perform the update again from PColP Management Console 1 using the UPDATE >
Update Devices > Update Firmware feature. For details, see the PColP Management Console 1.x
User Manual.

Creating a Schedule to Apply the Profile (Enterprise)

You can also create a schedule to apply the profile at a specific date and time.

To create a schedule to apply the profile:

1. In the PColP Management Console top menu, click SCHEDULE.
2. Ensure that the All Schedules setting is toggled to ON.
3. Select NEW SCHEDULE.

4. Configure the parameters as follows:

* Type: Select Apply Profile.
* Name: Enter a name for the schedule.
+ Description: Enter a description for the schedule.

+ Enabled: Toggle to ON.
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PColP Management Console Downgrading Endpoints to an Older Firmware

* Groups: Click ADD, select the group containing the endpoints you want to downgrade, and
then click ADD.

- Start Time: Click the time zone widget and select the desired date, then click the clock widget
below the calendar and select the desired time.

7" Note: Change the default time zone

By default, the PColP Management Console time zone is Coordinated Universal Time (UTC). If
you are in a different time zone, you can display the PColP Management Console web interface
in your own time zone to facilitate creating schedules. See Config_local_time.md.

* Ensure that Run Once is selected.
5. Click SAVE at the top of the page.

6. From the DASHBOARD, check UPCOMING SCHEDULES to see schedule information. When the
schedule runs, you can view its progress by checking Endpoint Updates in Progress in the
CURRENT ACTIVITY section.
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Discovering Endpoints

Discovery Process Overview

Before endpoints can be managed by the PColP Management Console, they must first be discovered.
Once discovered, the PColP Management Console will label the device as either a local or remote
endpoint.

During the discovery process, the PColP Management Console determines whether a device is local
or remote by comparing the IP address of the communicating endpoint with the IP address that the
endpoint is configured with. If the two addresses are the same, the PColP Management Console
labels the endpoint as a local endpoint. If the two IP addresses are different, such as in networks
utilizing NAT devices, the PColP Management Console labels the endpoint as a remote endpoint. The
PColP Management Console also labels an endpoint as local if the endpoint reports its IP address in
the configured Local IP Address Ranges field found on the SETTINGS > REMOTE > REMOTE
CONFIGURATION page. Endpoints identified as remote endpoints require a reverse proxy and
additional configurations which are further described in Remote Endpoint Management (Enterprise)

This topic provides an overview of the main steps of the PColP endpoint discovery process.

6 Important: Replace the default self-signed certificate with your own before configuring a
discovery method and adding endpoints

We strongly recommend that you replace the PColP Management Console self-signed certificate
with your own PColP Management Console certificates before configuring a discovery method and
before adding endpoints to the PColP Management Console. See Managing PColP Management

Console Certificates for details.

The following diagram illustrates how endpoints discover a PColP Management Console.
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Discovery Process Overview

Manager

may separate these roles.

7" Note: PColP Management Console serves as both Endpoint Bootstrap Manager and Endpoint

The PColP Management Console serves as both the Endpoint Bootstrap Manager and the
Endpoint Manager. It is possible that other endpoint managers of the PColP Management Console

Endpoint Bootstrap Manager
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An illustration of PColP endpoint discovery process

Endpoint Discovery Process

The steps outlined in the preceding illustration are explained next.
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7" Note: Endpoint Bootstrap Manager and Endpoint Manager information

The Endpoint Bootstrap Manager/Endpoint Manager information with which an endpoint must be
provisioned before it can be discovered depends on the endpoint’s discovery method and security
level. You can configure both these options from the endpoint’'s AWI Configuration > Management

page. Please see PColP Zero Client Firmware Administrators’ Guide for details. See also
Configuring an Endpoint Manager Manually from an Endpoint for instructions on how to manually

configure an Endpoint Manager from its AWI Management page.

Stage 1: Provisioning Endpoints

There are three ways in which you can provision endpoints with endpoint bootstrap manager or
endpoint manager information for automatic and manual discovery — DHCP vendor-specific options,
DNS service and text records, Uniform Resource Identifier (URI).

The first stage provisions endpoints with the information they need either to connect to the Endpoint
Bootstrap Manager for bootstrapping, or to connect directly to the Endpoint Manager. Depending on
the endpoint’s configured discovery method, you can manually enter the information or it can be
provisioned automatically.

DISCOVERY METHODS

For automatic discovery, endpoints are populated with the IP address or FQDN of the PColP
Management Console to which they should connect via DHCP vendor-specific options or DNS service
and text records. Optionally, endpoints can also be configured with the PColP Management Console
certificate’s fingerprint (that is, its digital signature) by the DHCP or DNS server. If the PColP
Management Console certificate fingerprint is provided in the DHCP or DNS record, the endpoint (in
low security mode) will verify the PColP Management Console certificate by only matching the
fingerprint. This is intended for use cases where the PColP Management Console trusted root CA
certificate (the PColP Management Console chain certificate) is not uploaded to the endpoint, or if
the PColP Management Console certificate does not meet the verification requirement. If a fingerprint
is not provisioned, an endpoint without a trusted PColP Management Console certificate will fail to
connect. Automatic discovery is used for low and medium security environments.

For manual discovery, you manually configure each endpoint with the uniform resource identifier (URI)
of the Endpoint Bootstrap Manager (for low and medium security environments), or with the URI of
the actual Endpoint Manager (for high security environments).
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ENDPOINT CERTIFICATE REQUIREMENTS

Depending on an endpoint’s configured security level, you may also need to provision endpoints with
an PColP Management Console certificate.

Endpoints configured for medium or high security must have a trusted certificate in their certificate
store before they can connect to an PColP Management Console. For some endpoints, certificates
may be pre-loaded by the vendor as a factory default. Otherwise, you can manually upload certificates
using an endpoint's AWI.

Endpoints that are configured for low security do not need a PColP Management Console certificate
in their trusted certificate stores if either of the following is true:

* They are using DHCP discovery or DNS discovery and the DHCP or DNS server has provisioned
them with the PColP Management Console certificate’s fingerprint.

* They are discovered using the PColP Management Console’'s manual discovery method. See
Discovering Endpoints Manually from PColP Management Console.

The following table summarizes the certificate requirement for endpoints based on their discovery
method and configured security level.

Certificate Requirements for Endpoints

Discovery Method Low Security Medium High Security
Security

DHCP/DNS discovery without Endpoint Certificate required Certificate N/A

Bootstrap Manager fingerprint provisioned required

DHCP/DNS discovery with Endpoint Bootstrap Certificate Certificate N/A

Manager fingerprint provisioned *not*required required

Discovery initiated by an endpoint configured for N/A N/A Certificate

a high security environment required

Manual discovery initiated by the PColP Certificate not N/A N/A

Management Console required

Information about endpoint security levels is summarized next.
Low Security

When low security is in use, endpoints can be discovered manually from the PColP Management
Console. See Discovering Endpoints Manually from PColP Management Console.
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Endpoints can use DHCP or DNS autodiscovery. If the Endpoint Bootstrap Manager fingerprint is also
provisioned by the DHCP or DNS server, endpoints do not require a certificate.

Medium Security

When medium security is in use, endpoints cannot be discovered manually from the PColP
Management Console.

Endpoints will not use the certificate fingerprint retrieved from the DHCP or DNS server to trust the
PColP Management Console. A PColP Management Console certificate or its issuer public key
certificate must be pre-loaded in the endpoint.

High Security

When high security is in use, endpoints cannot be discovered manually from the PColP Management
Console and cannot use DHCP or DNS autodiscovery.

The Endpoint Manager’s address must be manually entered into the endpoint.
A PColP Management Console public key certificate or its issuer public key certificate must be pre-

loaded in the endpoint.

Stage 2: Entering the Bootstrap Phase

Endpoints that have been provisioned with Endpoint Bootstrap Manager information enter a
bootstrap phase where they evaluate the Endpoint Bootstrap Manager’s certificate fingerprint to
determine whether the Endpoint Bootstrap Manager can be trusted. If the certificate fingerprint match
succeeds, the endpoints proceed to the next step.

7" Note: High security endpoints configured with Endpoint Manager information bypass the
bootstrap process

Endpoints in high security environments that are already configured with Endpoint Manager
connection information bypass the Endpoint Bootstrap Manager bootstrap process and attempt to

connect to the Endpoint Manager right away.

-122/473 - © Copyright 2023 HP Development Company, L.P



PColP Management Console Discovery Process Overview

Stage 3: Receiving Endpoint Manager Information

Next, the Endpoint Bootstrap Manager provides the IP address and certificate fingerprint of the
Endpoint Manager to which the endpoint should connect. The endpoint then disconnects from the
Endpoint Bootstrap Manager and attempts to establish a connection with the Endpoint Manager.

Stage 4: Entering the Managed Phase

If Endpoint Manager certificate verification succeeds and the endpoint is able to establish a
successful connection with the Endpoint Manager, the Endpoint Manager connection information is
saved to the endpoint’s permanent storage, and the endpoint enters the managed phase.

Configuring a Discovery Method

7" Note: Confirm your endpoint's discovery method

Review the administrators' guide for your endpoint to confirm the discovery method it supports.

The following topics contain information about how to configure an endpoint discovery method:

* Configuring Endpoints using Auto Discovery: Explains how to configure your DHCP server to

provision endpoints with Endpoint Bootstrap Manager information.

* Configuring DNS SRV Record Discovery: Explains how to configure your DNS server to provision

endpoints with Endpoint Bootstrap Manager information.

« Configuring an Endpoint Manager Manually from an Endpoint: Explains how to manually configure an

Endpoint Manager for an endpoint in a high security environment.

* Discovering Endpoints Manually from PColP Management Console: Explains how to manually initiate
discovery from the PColP Management Console. Endpoints must be configured for low security if

you use this method.
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Configuring DHCP for Endpoints that use Auto Discovery

This section explains how to configure your DHCP server to provision endpoints with Endpoint
Bootstrap Manager information.

Configuring DHCP for Endpoints that use Auto Discovery
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DHCP Discovery Process

When DHCP vendor class option discovery is used, endpoints receive a DHCP option value that
contains information about the PColP Management Console (that is, the Endpoint Bootstrap
Manager/Endpoint Manager) to which they should connect. If an endpoint has already obtained a
DHCP lease before the server is configured with PColP Management Console DHCP options, it will be
updated with this information when it renews the lease or acquires a new one. An endpoint will renew
its lease after a reboot or when it detects that the network has returned after going down (for
example, if someone reconnects the endpoint’s network cable after unplugging one end of it).

7" Note: Endpoints also poll DHCP server for option values

Endpoints also poll the DHCP server for option values at an interval equal to half the DHCP lease
time.
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You can configure your DHCP server with vendor class options to provide the following information:

* The PColP Management Console’s IP address or FQDN.

* The PColP Management Console’s certificate fingerprint (digital signature). This fingerprint is
required if you have not installed the PColP Management Console’s trusted root CA certificate (the
PColP Management Console chain certificate) in the endpoint’s certificate store and you want to
use automatic discovery. DHCP options discovery will not succeed if you do not provide a digital
signature and do not configure endpoints with a certificate that enables them to trust the PColP
Management Console. If provided, this fingerprint is only used when the endpoint’s security level is
set to Low Security Environment and certificate verification has failed. It is ignored when the
security level is set to Medium Security Environment or High Security Environment.

7" Note: Provide PColP Management Console information using either DHCP options or DNS
records

The endpoint only picks up the fingerprint in a DHCP option if the PColP Management Console
address is also specified in a DHCP option. For example, if the PColP Management Console
address is specified as a DNS SRV record but the fingerprint is provided as a DHCP option, the
endpoint will not retrieve the fingerprint information in the DHCP server. You should configure
PColP Management Console information using either DHCP options or DNS records, but not both.

This discovery method requires you to have a DHCP server in your network that meets the following
requirements:

* The DHCP server must support both DHCP option 60 (vendor class identifier) and option 43
(vendor-specific information). Option 60 is sent from the endpoint to the DHCP server. It contains a
text string that uniquely identifies the endpoint type. Option 43 is created by the user. The steps
provided in the sections that follow show how to create a DHCP option 43 called PColP Endpoint
along with two sub-options under it— EBM URI (sub-option 10) and EBM X.509 SHA-256
fingerprint (sub-option 11).

* The PColP endpoints must have DHCP enabled so they can send a request to the DHCP server and
receive the address of the PColP Management Console in response. This is their default setting.
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Before You Begin

These instructions explain how to create a PColP Endpoint vendor class and how to create two DHCP
options (sub-options 10 and 11) that provide PColP Management Console information to the PColP
Endpoint.

7" Note: Skip adding vendor class if you have previously configured PColP Endpoint vendor
class

If you have used DHCP vendor class option discovery with a previous 1.x release of the PColP
Management Console and have already configured your DHCP server with the PColP Endpoint
vendor class, you can skip the following section entitled Adding the PColP Endpoint Vendor Class.

Before beginning, you should have the following information handy:

* The PColP Management Console’s IP address or FQDN. In the following example, this address is
configured in a DHCP sub-option called EBM URI.

+ The PColP Management Console certificate SHA-256 fingerprint. In the following example, this
hash value is configured in an optional DHCP sub-option called EBM X.509 SHA-256 fingerprint.

To locate the PColP Management Console’s fingerprint:

1. Use Mozilla Firefox to log in to the PColP Management Console web interface.
2. Click the padlock icon in the browser’s address bar.

3. Click More Information.

4. Click View Certificate.

5. In the Fingerprints section, copy and paste the SHA-256 fingerprint into a text editor.

7" Note: Examples shown use Windows Server 2012 R2

The instructions provided may change slightly depending on your specific server version.
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Adding the PColP Endpoint Vendor Class

To add the PColP DHCP vendor class to your DHCP server:

N oo oo Ao wWwDN

. Log in to your Windows Server and select DHCP.

. Right-click on your DHCP server in the SERVERS pane and select DHCP Manager.

. Expand your server in the tree, right-click on IPv4, and then select Define Vendor Classes.
. Click Add to add a new DHCP Vendor Class.

. Enter PColP Endpoint in the Display name field.

. Enter PColP Endpoint in the ASCII column as the Vendor ID.

. Click OK to save and close the dialog.

Configuring DHCP Options

To add two PColP Management Console DHCP options and apply them to a scope:

. Right-click on IPv4 in the tree and select Set Predefined Options.
. Select PColP Endpoint as the Option class and click Add.

. In the Option Type dialog, enter the name EBM URI, data type String, code 10, and description

Endpoint Bootstrap Manager URI, then click OK.

. Click OK to save and close the dialog.

. For the PColP Management Console’s SHA-256 certificate fingerprint, repeat steps 1 and 2 to add

another option.

. In the Option Type dialog, enter the name EBM X.509 SHA-256 fingerprint, data type String, code

11, and description EBM X.509 SHA-256 fingerprint, then click OK.

. Expand the tree for the DHCP scope to which you want to apply the options.
. Right-click Scope Options and select Configure Options.
. Click the Advanced tab and select the PColP Endpoint vendor class.

. Enable the check box for 010 EBM URI and then enter a valid Management Console URI in the Data

entry field, and click Apply.

This URI requires a secured WebSocket prefix (for example, wss://:[port number]. The PColP
Management Console’s listening port is 5172. Entering this port number is optional. If you do not
include it, port 5172 will be used by default.
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11. Choose the checkbox for 011 EBM X.509 SHA-256 fingerprint and paste the PColP Management
Console certificate SHA-256 fingerprint you obtained previously into the String value field.

12. Click OK to save and close the dialog.
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Configuring DNS for Endpoints that use Autodiscovery

This section explains how to configure your DNS server to provision endpoints with Endpoint

Bootstrap Manager information, as part of the endpoint autodiscovery process.
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DNS Discovery Process

Endpoints poll the DNS server for information about the PColP Management Console (that is, the
Endpoint Bootstrap Manager/Endpoint Manager) to which they should connect only if the DHCP
server does not have a DHCP option containing the PColP Management Console’s IP address or

FQDN.

If an endpoint has already retrieved a DNS record before the DNS server is configured with PColP

Management Console information, it does not poll the DNS server again until the record’s Time-To-
Live expires (or the endpoint is rebooted). If the DHCP server does provide an option for the PColP
Management Console address but the endpoint fails to connect for any reason (for example, because

of a certificate verification failure or the PColP Management Console address is not reachable), DNS

record lookup will not occur.
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7" Note: Do not configure DHCP options when you are using DNS record discovery

Do not configure DHCP options if you want to use DNS record discovery. Endpoints always prefer
the PColP Management Console address or fingerprint that is specified in the DHCP options over
that specified in the DNS record. If you provide the PColP Management Console address both as
DHCP option and also as the DNS record, the endpoint will only use the PColP Management
Console address found in the DHCP option.

DNS service record discovery requires you to have a DNS server in your network that is configured
with the following DNS records:

+ An address record (A record): Specifies the FQDN and IP address of the PColP Management
Console. This record may be automatically created by the DHCP server.

- A service location record (SRV record): Associates information such as the PColP Management
Console’s TCP/IP service and the port the PColP Management Console listens on with the PColP
Management Console’'s domain and host name. The PColP Management Console’s TCP/IP service
is called _pcoip-bootstrap, as shown in Adding the DNS SRV Record.

* A DNS TXT record: Contains the PColP Management Console certificate SHA-256 fingerprint is also
required if you have not installed the PColP Management Console’s trusted root CA certificate (the
PColP Management Console chain certificate) in the endpoint’s certificate store and you want to
use automatic discovery. The record’s name must be the host name of the PColP Management
Console offering the service. In the following example, this record is called pcoip-mc38719. The
domain is appended automatically.

7" Note: Endpoint only picks up DNS TXT fingerprint if the PColP Management Console
address is specified in a DNS SRV record

The endpoint only picks up the fingerprint from the DNS TXT record if the PColP Management
Console address is specified in a DNS SRV record. For example, if the PColP Management
Console address is specified as a DHCP option but the fingerprint is provided as a DNS TXT
record, the endpoint will not retrieve the fingerprint information in the DNS server. Configure your
PColP Management Console information using either DHCP options or DNS records, but not
both.
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Before You Begin
Before configuring your DNS SRV record discovery, you'll need the following information:

* The PColP Management Console’s FQDN

* The PColP Management Console’s certificate fingerprint (that is, the certificate’s digital signature).
If provided, this fingerprint is only used when the endpoint’s security level is set to Low Security
Environment and certificate verification has failed. It is ignored when the security level is set to
Medium Security Environment or High Security Environment.

To locate the PColP Management Console’s fingerprint:

1. Use Mozilla Firefox to log in to the PColP Management Console web interface.
2. Click the padlock icon in the browser’s address bar.

3. Click More Information.

4. Click View Certificate.

5. In the Fingerprints section, copy and paste the SHA-256 fingerprint into a text editor.

7" Note: Examples shown use Windows Server 2012 R2

The instructions provided may change slightly depending on your specific server version.

Adding the DNS SRV Record
To add the PColP Management Console DNS SRV record to DNS server:

1. Log in to your Windows Server and select DNS.

2. Right-click on your DNS server in the SERVERS pane and select DNS Manager from the context
menu.

3. In Forward Lookup Zones, right-click on your domain and select Other New Records from the
context menu.
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o DNS Manager IL]E-
File Action View Help
e 2E XE 6= i EE
55 DNS Name Type Data Timest ~ |
b § SEDCO2 ~F _
4 7 SEDCO2. 1 _msdcs -
4 || Forward Lookup Zones 1 sites
b _:J _msdes. 7 tep
D = ’ L L
> IS } Update Server Data File
> B Reload
b L New Host (A or AAAA)...
b l;ﬂ?l ] nes
New Alias (CNAME)... bs
New Mail Exchanger (MX)...
New Domain... t folder) Start of Authority (SOA) [35274], static
New Delegation... t folder) Name Server (NS) static
Other New Records... N | t folder) Name Server (NS) statrc
b t folder) Name Server (NS) static
DNSSEC » |
t folder) Host (A) 10.0.152.9 11/12/:
All Tasks » it folder) Host (A) 10.0.152.8 11/11/:
View , Itfolder) Host (A) 192.168.65.2 11/12/:
Host (A) 10.0.152.11 static
ekt Host (A) 10.0.152.12 static
Refresh Host (A) 10.0.152.13 static | v
Export List... m >
Create a ney Properties
Help

4. In the Resource Record Type dialog, select Service Location (SRV) from the list and click Create
Record.
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2 DNS Manager = | =] es
File A(‘% View Help
e 5E XE 2
£, DNS Timest A
b § Sepco2 Select a resource record type: =
4 3 SEDCO2 :
B} Renamed Mailbox (MR) A
4[] Forward Lookup Zong | pesponsible Person (RF)
b 2] _msdes Route Through (R
b :_I Service Location (SRV .
~ A2 Signature (SIG)
b (| Reverse Lookup Zoned |Text (TXT) v
p (7] Trust Points
b [ Conditional Forwarde| Description:
b Global Logs Service (SRV) record. Allows administrators to use several servers | A
for a single DNS domain, to easily move a TCP/IP service from one
host to another host with administration, and to designate some
service provider hosts as primary servers for a service and other )
hosts as backups. DNS dlients that use a SRV-type query ask for a static
specific TCP/IP service and protocol mapped to a specific DNS static
domain and receive the names of any available servers. (RFC 2052) -
atic
static
1112/
11/117
11112/
static
static
£]10-0-152-13 Host (A) 10.0.152.13 static v
<| n | >

5. Fill in the entries as shown in the following example. Set Service to _pcoip-bootstrap, Protocol to
_tep, and Port number to 5172, the PColP Management Console’s default listening port. For Host
offering this service, enter the PColP Management Console’'s FQDN.

7" Note: FQDN must be entered in place of IP address

The PColP Management Console’s FQDN must be entered because the DNS specification does
not enable an IP address in SRV records.
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2 DNS Manager = (ACTH

File Action View Help

o9 zE XE -

New Resource Record -

Service Location (SRV) }

£, DNS Timest A
b j e Domain: ‘ ‘ =
4 3 SEDC02 -
4 Ft?rward Lookup Zo Service: I _pcoip-bootstrap v|
b [z _msdcs. I
& Protocol: I_tcp v|
b Reverse Lookup Zon Priority:

P>

=)
p | Trust Points
p [ Conditional Forwarg Weight:
b [ﬁ] Global Logs

il

Port number: 5172
Host offering this service: ’ .
| pcoip-mc38719. | l za:!c
atic
static
static
) ) B 11/12/:
[JAllow any authenticated user to update all DNS records with the same |
name. This setting applies only to DNS records for a new name. B /117
5.2 11/12/:
1 static
2 static
OK | | Cancel | | Help 13 static | v

>

6. Click OK.

7. If you are not adding an optional DNS TXT record (see next) and have finished configuring your
DNS server, power cycle your endpoints or put them online to enable them to make the connection
to the PColP Management Console. You must also upload the PColP Management Console’s root
CA certificate to the endpoint’s certificate store.

Adding a DNS TXT Record

If your endpoints do not have the PColP Management Console’s root CA certificate installed in their
certificate store, you must configure your DNS server with a DNS TXT record containing the PColP
Management Console certificate SHA-256 fingerprint.

To add a DNS TXT record:

1. In Forward Lookup Zones, right-click on your domain and select Other New Records from the
context menu.

2. In the Resource Record Type dialog, select Text (TXT) from the list and click **Create Record*.
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3. Fill in the entries as follows:

* In the Record name field, enter the host name of the PColP Management Console offering the
service (this example uses pcoip-mc38719). The FQDN field will be automatically populated
for you, and matches the FQDN of the PColP Management Console.

* In the Text field, type pcoip-bootstrap-cert= and then paste the PColP Management
Console certificate SHA-256 fingerprint you obtained previously immediately after this prefix,
as shown in the following example.

New Resource Record -

Text (TXT)

Record name (uses parent domain if left blank):
| pcoip-mc38719) |

Fully qualified domain name (FQDN):
l pcoip-mc38719. |

Text:
pcoip-bootstrap-cert=87:62:71:01:85:27:46:BB:E3:E9:5C:E2:34:2C A~

oK I | Cancel

4. Click OK.

5. When you have finished configuring your DNS server, power cycle your endpoints or put them
online to enable them to make the connection to the PColP Management Console.
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7" Note: Automatically name and group endpoints

You can configure the PColP Management Console to automatically name endpoints and place
them in a specific group when they are discovered. See Auto Naming Endpoints and Auto

Configuring Endpoints (Enterprise) for details.

See Troubleshooting DNS to verify that your DNS server is configured correctly for the PColP

Management Console.
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Discovering Endpoints Manually from PColP Management Console

The ENDPOINTS page contains an ENDPOINT DISCOVERY feature that lets you discover endpoints
that are not pre-configured with PColP Management Console information. Endpoints must be
configured for low security before they can be discovered using this method.

6 Important: If your endpoints are behind a NAT or proxy

Manual discovery of an endpoint will not work if the endpoint is behind a NAT or proxy.

MANAGEMENT profile properties, Security Level and Discovery Mode have been added to allow the
PColP Management Console the ability to apply specific management security level and
management server discovery methods. This enables highly secured environments to pre-stage
endpoints in a secured environment with their future management settings, prior to delivery to their
final location.

7" Note: Endpoint discovery options

The PColP Management Console also supports the DHCP vendor-specific option method, DNS
service record method, and manual endpoint configuration for endpoint discovery.

You can discover endpoints from the PColP Management Console by scanning for their IP addresses.
This discovery method is used in low security environments for endpoints that are not pre-configured
with PColP Management Console connection information or certificates. It enables an improved out-
of-box experience by removing the need for administrators to manually configure an endpoint with a
PColP Management Console address and upload a PColP Management Console certificate to the
endpoint. With this method, the endpoint retrieves the required trust information from the PColP
Management Console during the discovery process.

In order for discovery to succeed, the following conditions must apply:

* The endpoint is powered on and connected to the network that is not behind a proxy or NAT.

* The endpoint is not connected to an Endpoint Manager and has an Idle management status (that is,
is not engaged in any kind of PColP Management Console activity).

* The endpoint is configured for a Low Security Environment from its AWI Management page.

-137/473 - © Copyright 2023 HP Development Company, L.P



PColP Management Console Discovering Endpoints Manually from PColP Management Console

Configuring the Endpoint for Low Security Environment

Your endpoints may already be configured for low security by default. These steps are only necessary

for endpoints with a different security configuration. It is important to complete them in the following
order.

To configure the endpoint for Low Security Environment:
1. Enter the PColP Zero Client’s IP address in your browser’s address bar, then log in to its AWI.

2. From the Configuration menu, select Management.

3. Change the Security Level to Low Security Environment.

29 Out PCOIP® Zero Client

Management

Configure how this 2ero client is managed

Phase: Bootstrap

Management Status: [de

Security Level: Low Security Eavircament - Jero Client i3 discoversdle oy Eadpoint Macagers

Manager Discovery Mode: | Avtosstic v

Clear Management State

Azply | Cancel

4. If the endpoint is not in the Idle state, click Clear Management State and then Continue.

5. Click Apply and then Continue.

Discovering Endpoints from the PColP Management Console

To discover endpoints manually:

1. From the PColP Management Console’s ENDPOINT page, click ENDPOINT DISCOVERY.

2. Enter the endpoint’s IP address in the FROM IP boxes. If you want to discover a range of endpoints,
enter the last IP address in the TO IP boxes; otherwise, leave these boxes empty.
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7" Note: IP address range is limited to Class C ranges only

The IP address range is limited to Class C ranges or smaller (for example, 10.0.0.1 to
10.0.0.255). It cannot support a range larger than a class C such as 10.0.0.1 to 10.0.255.255.

3. Click outside a box, and then click DISCOVER.

bR rROMIP| 10 0 6 H s =

(OPTIONAL)TOIP | 10 =0 =||6 = 100 =

CANCEL DISCOVER

4. Click DONE when it appears next to ENDPOINT DISCOVERY to end the discovery process.

5. To see the newly discovered endpoints, click REFRESH in the endpoint table (GROUPED or
UNGROUPED, depending on your auto configuration settings).

@ DASHBOARD | [ ENDPOINTS | &= PROFILE | [Z6] SCHEDULE | 4 AUTO CONFIGURATION E‘ ENDPOINT CERTIFICATES |~ ¥ SETTINGS

GROUPED
STRUCTURE ¥ | ENDPOINTS % | ENDPOINT DISCOVERY SEARCH || FILTER +}» | ¥ || REFRESH ENDPOINTS SELECTED

* | MACADDRESS | FQDN IPv4 ADDRESS | SOFTWARE VERSION | ENDPOINT DESCRIPTION | DEVICE STATUS AUTO CONFIGURATION STATUS | INTERNAL IPv4 | CONNECTED BY

00-30-04-12-66-3E 00:30:04:12:66:3e  pcoip-portal-0030040e4789. teradici.local 10.0.8.65 6.1.0 Tera2 Client Dual Display Offline Auto Configuration Disabled 10.0.8.65 Local

7" Note: Automatically name and group endpoints

You can configure the PColP Management Console to automatically name endpoints and place
them in a specific group when they are discovered. See Auto Naming Endpoints and Auto
Configuring Endpoints (Enterprise) for details.
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Managing Endpoints

Managing Endpoints
This section contains the following topics:

* Understanding the PColP Management Console Dashboard: Describes the information you can
view from the PColP Management Console DASHBOARD page.

* Changing the Web Interface Time Zone: Explains how to change the PColP Management Console

web interface time zone. By default, the web interface uses the PColP Management Console’s
Coordinated Universal Time (UTC). For convenience when you create schedules, you can update
your user account to display the web interface in your own local time zone.

 The actions you can perform from the ENDPOINTS page are listed in the following table: Lists all

the actions you can perform from the ENDPOINTS page and provides links to instructions for each
one.

Displaying Endpoint Properties: Shows how to select the endpoint properties you wish to include in
a GROUPED or UNGROUPED endpoint table.

+ Using the ENDPOINT DETAILS Page: Lists all the actions you can perform from the ENDPOINT
DETAILS page and provides instructions for each one.

« Performing Power Management: Explains how to power down and reset endpoints remotely.

+ Renaming Endpoints: Explains how to rename an endpoint from the ENDPOINTS page.

Deleting Endpoints: This topic explains how to delete endpoints.

* Discovering Endpoints Manually: Provides information about how to use the PColP Management

Console’s manual endpoint discovery feature.

« Searching an Endpoint Table: Explains how to use a text search to locate endpoints in a GROUPED
or UNGROUPED endpoint table.

* Filtering the Endpoint List: Explains how to use PColP Management Console filters to refine the
endpoints that display in a GROUPED or UNGROUPED endpoint table.

* Requesting Endpoint Certificates Using SCEP (Enterprise): Available in PColP Management Console

Enterprise. Explains how to simplify the retrieval and installation of digital certificates by enabling
devices to obtain certificates automatically from a SCEP server.
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Managing Profiles

The PColP Management Console lets you create profiles that contain a list of the settings you want to
apply to one or more groups of endpoints. After creating a profile, you can apply it immediately to a
group, or you can create a schedule to apply it to the group at a specific time in the future.

Displaying Profile Information

The PROFILE page contains a table showing all the profiles that are currently configured. You can
create a new profile from this page, or you can select a profile from the table to edit, duplicate, or
delete it.

Click the gearicon #* {0 the right of the table to change the information you want to display in the
table columns. Your customized settings are saved in your browser and will be used for any user who
subsequently logs in from that browser.

NEW PROFILE EDIT | DUPLICATE | DELETE IMPORT = EXPORT
DESCRIPTION GROUP ENDPOINT TYPES CREATED LAST UPDATED
Accounting Vancouver accounting department Accounting TERA2 2016-01-11 03:55 PM PST 2016-01-11 04:49 PM PST
Engineering Burnaby engineers Engineering TERA2 2016-01-11 03:55 PM PST 2016-01-11 04:49 PM PST
Marketing Product marketing Marketing TERAZ 2016-01-11 03:56 PM PST 2016-01-11 04:50 PM PST
PROFILE Page

Creating a Profile

When you configure a profile, you specify only the settings you want to configure in the endpoint. For
example, you can create a profile that only updates endpoint firmware without changing any of the
endpoint’s other settings. Unless a particular setting is explicitly configured in a profile by enabling its
Set In Profile check box, it will have no effect when the endpoints are updated.
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Some settings will cause the endpoint to restart. These settings are identified by a white triangular

icon . If configured, a Reset Notification Timeout overlay will warn users of a pending restart.
This warning can be configured to appear up to 5 minutes prior to the restart, and can be configured
in the POWER section of the profile.

& Firmware in profile is the same as on the endpoint

The Management Console will only apply the firmware in a profile to the endpoint, if the firmware
version is different from the firmware identified from the last polling communication between the
Management Console and endpoint.

The settings that are available are based on the endpoint type and the firmware version the target
endpoints are currently using or will use when the profile is applied. For this reason, the relevant
firmware file must already be uploaded to the PColP Management Console from the SETTINGS >
SOFTWARE page before you can create a profile.

For the PColP Zero Client and Remote Workstation Card, you can configure profiles for dual and quad
endpoint types. The dual PColP Zero Client supports two monitors. The quad PColP Zero Client
supports four monitors. You need to create a separate profile for each endpoint type.

To create a profile:

1. From the PColP Management Console’s top menu, click PROFILE.
2. Click NEW PROFILE.

3. Enter a unique profile name in the Name column and a description for the profile in the Description
column.

4. Click the + tab and select one of the following profile types and then click ADD:

* TERA2: CLIENT [DUAL]J: For endpoints that support two monitors.
« TERA2: CLIENT [QUAD]: For endpoints that support four monitors.
- TERA2: HOST [DUAL]: For endpoints that support two monitors.

- TERA2: HOST [QUAD]: For endpoints that support four monitors.

5. For each setting you want to configure:

a. Enable the Set In Profile check box.
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b. Perform the required configuration.

7" Note: Navigating between profile settings

To navigate between profile settings, you can either use the scroll bar or select a setting
category in the left pane. Any setting followed by the restart icon indicates that the
endpoint requires a restart after being changed.

@ DASHBOARD ENDPOINTS | = [75] SCHEDULE | 4 AUTO CONFIGURATION | [5] ENDPOINT CERTIFICATES | & SETTINGS
PROFILE
SAVE = APPL) CANCEL
Name: @ Created
Description: @ Last Modified
SETTINGS OVERVIEW o .
indicates that the property requires a device restart after being changed
=

@) NETWORK

DISCOVERY

EM MANAGEMENT

B SECURITY Pvt©: @  Kesp Device Setting
(@ session

Pv6©: @  Keep Device Setting
B LoceiNG
(") POWER
t§r PERIPHERAL SLP Discovery©: @  Keep Device Setting
) Lancuace
= DNS SRV Discovery©: @  Keep Device Setting
@ OTHER

DNS SRV Discovery Delayo: @  Keep Device Setting

6. Click SAVE.
7. Click PROFILE in the navigation link at the top to return to the main page.
Associating a Profile with a Group

Before you can apply a profile, you must associate it with a group. Profiles can also be associated
with multiple groups.

To associate a profile with a group:

1. From the ENDPOINTS page, select the desired group.
2. Click PROFILE and then CHANGE.
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3. In the Change Profile dialog, select the profile from the drop-down list and click OK.

4. Enable the I understand message and click OK.

7" Note: Child groups will inherit their parent group's profile

Child groups with no assigned profile inherit their parent group’s profile. This rule is recursive. For
example, if top-level group A has a profile and both its child B and B’s child C do not, then B and C
both use the profile assigned to A.

Changing a Profile Association
To change a profile that is assigned to a group:

1. From the ENDPOINTS page, select the desired group.
2. Click PROFILE and then CHANGE.
3. In the Change Profile dialog, select a different profile from the drop-down list and click OK.

4. Enable the | understand message and click OK.

Applying a Profile

You can apply profiles so they update endpoint settings right away (or after any currently running
scheduled actions have completed), or you can create a schedule to apply the settings in the future.

You can apply a profile to one or more groups or endpoints from the ENDPOINTS page or you can
apply a profile to an endpoint from its ENDPOINT DETAILS page.

Applying a Profile Immediately

To force the profile to apply right away or after any currently running scheduled actions have
completed:

1. From the ENDPOINTS page, select one or more groups (or one or more endpoints).
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/" Note: Use shift +Click and ctr1 [+Click to click elements

Use shift +Click to select contiguous elements and ctr1 [+Click to select non-contiguous
elements.

2. Click PROFILE and then APPLY.

3. Enable the I understand message and then click APPLY.

Applying a Profile in the Future (Enterprise)

You can also create a schedule to run at a later time in the future with PColP Management Console
Enterprise. For details, see Creating a Schedule.

Duplicating a Profile

The PColP Management Console provides an easy way to duplicate a profile when you want to copy
all the profile’s settings except for its group association.

To duplicate a profile:

1. Select the profile in the PROFILE list.
2. Click DUPLICATE.

3. Enter a unique name for the profile and click DUPLICATE.

4. Follow the instructions in Applying a Profile to associate the profile with the desired group and
choose how to apply it.

Editing a Profile
To edit a profile:

1. Select the profile in the PROFILE list.
2. Click EDIT.

3. If desired, change the Name and/or Description entries.
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‘ >

To see the group(s) to which this profile is assigned, click the small group tab that appears
to the right.

5. To edit profile settings, choose one of the following:

* To remove all of the settings click the on the profile tab and then click REMOVE. You can then
click the + tab and configure a new profile.

* To change one or more settings, click the profile tab and make your changes, as explained in
Creating a Profile.

6. Click SAVE.
7. Click PROFILE in the navigation link at the top to return to the main PROFILE page.

8. Follow the instructions in Applying a Profile to choose how to apply the updated profile.

Importing or Exporting a Profile

Management Console allows the saving and reusing of profile configurations through the import and
export feature accessed via the IMPORT and EXPORT buttons.This feature has the following
characteristics:

* Only one profile can be imported or exported at a time.

* Profile files are saved with a .profile extension and have the date and time appended to the file
name.
Example: <Profile name>-Date(YYYYMMDD)-Time(HHMMSS).milliseconds.profile

* The appended information is not displayed as part of the profile name on the PROFILE page

6 Profile files

Profile files are identified by the .profile extension. Support recommends not changing the
file name of a profile file. Instead, when a profile name needs to be changed, preform this
task by editing the profile name seen on the PROFILE page of the Management Console

* Displayed dialog windows provides messages to warn administrators of possible firmware issues
prior to applying the profile

* Profiles must contain a configuration to be imported or exported
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To ensure all configured settings are correctly applied to your endpoints, Management Console must
be uploaded with the same version of host or client firmware . However, Management Console will
compensate for missing firmware versions by including warning messages before applying the
profile. Warnings include advising endpoints will move to a newer firmware, unsupported settings will
be ignored when moving to an older firmware, duplicate profiles are present. These messages allow
administrator's to take corrective actions prior to applying a profile if required.

To import a profile:

1. Click the Import button.
2. Click SELECT FILE and browse to the location of the profile file you wish to import

3. Click Import.
To export a profile:

1. Select the EXPORT button.

2. Save your profile to a location of your choice.

Deleting a Profile
To delete a profile:

1. If the profile is assigned to one or more groups, first remove the association for each group as
follows:

a. From the ENDPOINTS page, select the group to which the profile is assigned.
b. Click PROFILE and then CHANGE.
c. Inthe Change Profile dialog, select No Profile from the drop-down list and click OK.

d. Enable the I understand message and click OK.

2. From the PROFILE page, select the profile you wish to delete.
3. Click DELETE.

4. Enable the | confirm message and click DELETE.
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Viewing Profile Details
To view profile details:

1. From the ENDPOINTS page, select a group to which a profile is assigned.
2. Click PROFILE and then DETAILS.
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Organizing Endpoints into Groups

The ENDPOINTS page enables you to organize managed endpoints into a hierarchy of parent groups
and child groups. Each group can then be associated with a profile so that its endpoints can be
updated with the same settings all at once.

When endpoints are first discovered, they appear in the UNGROUPED table if you have not created
auto configuration rules to automatically group them as part of the discovery process. The following
example shows a list of ungrouped endpoints.

@ DAsHBOARD | R = PROFILE | [75] SCHEDULE | 4 AUTO CONFIGURATION | [] ENDPOINT CERTIFICATES | & SETTINGS
eroupeo €D n
STRUCTURE * | ENDPOINTS % | ENDPOINT DISCOVERY SEARCH || FILTER f» | * || REFRESH ENDPOINTS SELECTED
1%
MAC ADDRESS IPvt ADDRESS SOFTWARE VERSION ENDPOINT DESCRIPTION ENDPOINT TYPE LA
00-00-00-00-00-01 00:00:00:00:00:01 10.100.160.171 500 Tera2 Client Quad Display CLIENT 2
00-00-00-00-00-02 00:00:00:00:00:02 10.100.160.170 500 Tera2 Client Quad Display CLIENT
00-00-00-00-00-03 00:00:00:00:00:03 10.100.160.150 500 Tera2 Client Quad Display CLIENT
00-00-00-00-00-04 00:00:00:00:00:04 10.100.160.176 500 Tera2 Client Quad Display CLIENT
00-00-00-00-00-05 00:00:00:00:00:05 10.100.160.100 5.00 Tera Client Quad Display CLIENT
00-00-00-00-00-06 00:00:00:00:00:06 10.100.160.169 5.00 Tera2 Client Quad Display CLIENT
00-00-00-00-00-07 00:00:00:00:00:07 10.100.160.102 5.00 Tera2 Client Quad Display CLIENT
00-00-00-00-00-08 00:00:00:00:00:08 10.100.160.174 5.0.0 Tera2 Client Quad Display CLIENT
00-00-00-00-00-09 00:00:00:00:00:09 10.100.160.143 500 Tera2 Client Quad Display CLIENT
00-00-00-00-00-0A 00:00:00:00:00:0 10.100.160.118 500 Tera2 Client Quad Display CLIENT
00-00-00-00-00-08 00:00:00:00:00:0 10.100.160.104 500 Tera2 Client Quad Display CLIENT
00-00-00-00-00-0C 00:00:00:00:00:0c 10.100.160.188 500 Tera2 Client Quad Display CLIENT
00-00-00-00-00-0D 00:00:00:00:00:0d 10.100.160.184 500 Tera2 Client Quad Display CLIENT
< | » ILI

The ENDPOINTS page — UNGROUPED

After creating parent groups and child groups, you can create auto configuration rules to
automatically move endpoints into a group when they are first discovered. Alternatively, you can
manually move endpoints into groups.

After an endpoint is moved to a group, either manually or automatically, it then appears in the
GROUPED table on the ENDPOINTS page. If you have created an auto naming rule to name endpoints
when they are first discovered or when they are moved between ungrouped and grouped categories,
this rule is also applied at this time.
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The GROUPED and UNGROUPED tabs have a endpoint count indicator showing how many endpoints

are in that state.

The following example shows a structure with endpoints in two different groups.

EXPAND ALL PROFILE
NAME
Accounting

00-00-00-00-01-9A
00-00-00-00-01-E5
00-00-00-00-02-80
00-00-00-00-02-59
00-00-00-00-03-AB
Engineering
00-00-00-00-02-7A
00-00-00-00-00-95
00-00-00-00-02-EB
00-00-00-00-00-24
00-00-00-00-02-91

00-00-00-00-03-E7

uncroupen @&

STRUCTURE

o

192

1921

192

192

192

1001

100.1

100.1

1001

.100.1

168.51

60.1

60.1

60.1

60

@ DASHBOARD

Pv& ADDRESS

09

78

180

60.181

168.51

68.51.

168.51

168.51

168.50.219

208

207

201

205

204

B e &= PROFILE | [25] SCHEDULE
ENDPOINTS % | ENDPOINT DISCOVERY

ENDPOINT DESCRIPTION

Tera2 Client Quad Display

Tera2 Client Quad Display

Tera2 Client Quad Display

Tera2 Client Quad Display

Tera2 Client Quad Display

Tera2 Client Quad Display

Tera2 Client Quad Display

Tera2 Client Quad Display

Tera2 Client Quad Display

Tera2 Client Quad Display

Tera2 Client Quad Display

SOFTWARE VERSION

5.00

5.00

5.0.0

5.0.0

5.00

5.00

5.00

5.0.0

5.0.0

5.00

5.00

PROFILE

Accounting

Engineeri...

4 AUTO CONFIGURATION

SEARCH

MAC ADDRESS

00:00:00:00:01:9a

00:00:00:00:01:e5

00:00:00:00:02:80

00:00:00:00:02:59

00:00:00:00:03:ab

00:00:00:00:02:7a

00:00:00:00:00:95

00:00:00:00:02:eb

00:00:00:00:00:24

00:00:00:00:02:91

00:00:00:00:03:e7

@ ENDPOINT CERTIFICATES | & SETTINGS

FILTER «}+ | " || REFRESH ENDPOINTS SELECTED

3*

E|
Out OF Session(online)
Out OF Session(onling)
Out OF Session(online)
Out OF Session(online)

Out OF Session(online)

Out OF Session(online)
Out OF Session(online)
Out OF Session(online)
Out OF Session(online)
Out OF Session(online)

Out OF Session(online)

|

The ENDPOINTS page — GROUPED

Creating Groups

To create groups:

1. From the PColP Management Console’s top menu, click ENDPOINTS.

2. Click STRUCTURE and then NEW GROUP.

3. Select “TOP to create a group at the top level or select the parent group under which you want to

create a child group.

4. Enter a unique name for the group (from within its group hierarchy) and click CREATE GROUP.
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& Cannot find an existing group

If you are unsure a group already exists in your environment, the search feature at the top of the
CREATE NEW GROUP dialog will search for existing groups once text is entered in the search
field.

Hide Sub Groups

Select where you would like to create the group:

~TOP
Finance
New Group

New Group 2

Name: |(Name

CANCEL CREATE GROUP

Moving Endpoints into Groups

You can move an endpoint either from its ENDPOINT DETAILS page or from the ENDPOINTS page.

To move endpoints into groups:

1. From the ENDPOINTS page, click either the GROUPED or UNGROUPED tab.
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2. Select one or more endpoints in the table.

Use snifc [+Click to select contiguous elements and ccr1 [+Click to select non-contiguous
elements.

3. Click STRUCTURE and then MOVE.

4. Select the desired parent group or child group, and then click MOVE TO GROUP.
If you have configured an endpoint naming convention that applies when you move endpoints to or
from a group, the endpoints may also be renamed during this procedure.

Moving Groups
To move groups:

1. From the ENDPOINTS page, click the GROUPED tab.
2. Select a group in the table.
3. Click STRUCTURE and then MOVE.

4. Select the desired parent group or child group, and then click MOVE TO GROUP.
If you have configured an endpoint naming convention that applies when you move endpoints to or
from a group, the endpoints may also be renamed during this procedure.

Renaming a Group
To rename a group:

1. From the ENDPOINTS page, click the GROUPED tab.
2. Select the group you want to rename.
3. Click STRUCTURE and then RENAME.

4. Enter a unique name (from within its group hierarchy) and click RENAME GROUP.

Removing a Group

7" Note: Child groups will be removed and any endpoint will become ungrouped

If you remove a parent group that contains child groups or endpoints, the child groups will also be
removed and any endpoints will become ungrouped.
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To remove a group:

1. From the ENDPOINTS page, click the GROUPED tab.
2. Select the group you want to remove.
3. Click STRUCTURE and then REMOVE GROUP.

4. Enable the | understand message and click REMOVE GROUP.
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Auto Configuring Endpoints (Enterprise)

The PColP Management Console Enterprise lets you create rules to apply profiles and automatically
move endpoints into a specific group when they are first discovered. After discovery, you can find the
endpoints in the GROUPED table diagram on the ENDPOINTS page. Profiles that are applied to a
group used in auto configuration will be applied to all endpoints that are in the group, not just the
newly discovered endpoints. If you are using PColP Management Console Free, you will be able to
edit existing configurations.

Displaying Auto Configuration Rules

The AUTO CONFIGURATION page contains a table showing all the auto configuration rules that are
currently configured. You can create a new rule from this page, or you can select a rule from the table
to edit or delete it. The ON/OFF switch at the top of the page lets you globally enable or disable all
rules at once.

Click the gearicon #* {0 the right of the table to change the information you want to display in the
table columns. Your customized settings are saved in your browser and will be used for any user who
subsequently logs in from that browser.

Switching auto configuration rules on and off

The AUTO CONFIGURATION page has a global auto configuration ON/OFF switch that is located
above the table. Auto configuration rules become active when this switch is set to ON. However,
the rules are only applied to endpoints when the devices are first discovered. If the global auto
configuration setting is switched on after discovery, your rules will have no effect. For this reason,

it is important to set up your rules before enabling discovery of the endpoints to which the rules
would apply.
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Welcome back admin
LoGout
t = PColP MANAGEMENT CONSOLE - ENTERPRISE
eradici.
@ DASHBOARD | P ENDPOINTS | &= PROFILE | [75] SCHEDULE | 4 AUTO CONFIGURATION | [EF] ENDPOINT CERTIFICATES | £} SETTINGS
NEW RULE EDIT | DELETE
AUTO CONFIGURATION
Endpoints can be automatically configured and assigned to groups once they are discovered based on the rules you specify below
By e
*
“ | RULE TYPE IPv4 ADDRESS RANGES GENERIC TAGS REQUEST CERTIFICATE MOVE TO GROUP ONLY LAST UPDATED
< >

AUTO CONFIGURATION page and switch button

Creating an Auto Configuration Rule

7" Help

Click the ? button beside each field for help with any of the settings.
The LAST UPDATED column displays the last time the Auto Cofiguration rule has been updated.

To create an auto configuration rule:
1. From the PColP Management Console’s top menu, click AUTO CONFIGURATION.
2. Click NEW RULE and configure the rule as follows:

* Rule Criteria: Select the criteria your auto configuration rule is based on:

« IP ADDRESS: Click ADD, enter the IP address range of the endpoints you want to place in
the group, and then click OK. The address range can encompass an entire class A
network.

7" Example Name field displays endpoint name format

The Example Name field at the bottom of the page displays the endpoint name format
based on your global naming convention. See Creating a Global Endpoint Naming

Convention.
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« PASSWORD: Enter the endpoints password. Endpoints with matching passwords will be
auto configured

* GENERIC TAG: Enter the endpoints Generic Tag. Endpoints with a matching Generic Tag
label will be auto configured

« Group: Click in this field, select the desired pre-configured group, and then click OK.

6 Stop profile from being applied

Profiles are applied when auto configuration is on. Use this option to move endpoints into
groups while not applying a profile to that group.

* Rule Values: Enter the specific values required by the Rule Criteria.

* Request Certificate: Select to automatically retrieve a Simple Certificate Enrollment Protocol
(SCEP) digital certificate from a SCEP server.

* Move to Group Only (Enterprise): Groups the discovered endpoints and not apply a profile or
firmware to them. This permits endpoints to be discovered at any time, and allows a profile
application to be scheduled through the Management Console Schedule for a time that would
be more convenient for a user.

Welcome back admin
LoGouT
dl u PColP MANAGEMENT CONSOLE - ENTERPRISE
teradici.
@ DASHBOARD | PEJ ENDPOINTS | == PROFILE | [76] SCHEDULE | 4 [5] ENDPOINT CERTIFICATES | &} SETTINGS
AUTO CONFIGURATION
CANCEL
TO ( RATION
Endpoints can be automatically configured and assigned to groups once they are discovered based on the rules you specify below
Rule Criteria: @ IP ADDRESS | &
Group: @ Where newly configured devices will go
Rule Values: @
ADD
Request Certificate: @ Please note Certificates can only be requested for Tera2 Zero Clients. Remote Workstation Cards do not support this capability.
Move to group only: @
Example Name: <Unique ID>
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7" Creating overlapping or conflicting rules is not allowed

The PColP Management Console will prevent you from creating overlapping or conflicting rules.
You will be required to resolve any problems before the rule can be created.

4. Click AUTO CONFIGURATION in the navigation link at the top to return to the main AUTO
CONFIGURATION page.

5. If you want the rule to apply right away, make sure the global auto configuration setting is switched

—
to ON.

Viewing or Editing an Auto Configuration Rule
To view or edit an auto configuration rule:

1. Select the rule in the AUTO CONFIGURATION list.
2. Click EDIT to view or edit the rule.

3. Make desired changes.

4. Click SAVE.

5. Click AUTO CONFIGURATION in the navigation link at the top to return to the main page.

Deleting an Auto Configuration Rule
To delete an auto configuration rule:

1. Select the rule in the AUTO CONFIGURATION list.
2. Click DELETE.

3. Click DELETE again at the confirmation message.
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Auto Naming Endpoints

The ENDPOINT NAMING page lets you construct a naming format for endpoints by selecting
endpoint attributes to include in the name and entering a custom prefix and postfix to the name if
desired. For example, you can create a name that begins with your prefix text, followed by the
endpoint’s PColP Management Console parent group or child group name, followed by the endpoint’s
MAC address or endpoint label, and ends with your postfix text.

The names created from these settings are visible from the ENDPOINTS and ENDPOINT DETAILS
pages. They are only used with the PColP Management Console and are not available from the
endpoint’'s AWI or OSD.

Each time you change a setting as you configure the naming convention, the Example Name field at
the bottom of the page updates to show the format you have created. When you have finished
constructing the name, you then choose when the name should be applied.

You can configure auto naming by clicking SETTINGS from the PColP Management Console’s top
menu and then clicking the NAMING menu in the left pane.

Creating a Global Endpoint Naming Convention

7" Note: Help with settings

Click the ? button beside each field for help with any of the settings.

To create a global endpoint naming convention:

1. From the PColP Management Console’s top menu, click SETTINGS.
2. In the left pane, click NAMING.
3. Configure the endpoint name format as follows:
» Endpoint Name: Select whether to incorporate the endpoint’s current unique ID (that is, its
MAC address) or its endpoint label (for example, pcoip-portal-) into the endpoint name.
* Prefix: Enter any text you wish to prepend to the name.

+ Group Naming: Select whether to add the endpoint’s group name and/or immediate child
group name after the prefix.
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« Postfix: Enter any text you wish to append to the name.

4. In the Rename Endpoints when field, select whether to apply the name when the endpoint is first
discovered, or any time it is moved between groups or between a grouped and ungrouped
category.

@ DASHBOARD ENDPOINTS | &= PROFILE | [Z5] SCHEDULE | 4 AUTO CONFIGURATION [fj ENDPOINT CERTIFICATES | £F

ENDPOINT NAMING
& AUTHENTICATION
When new endpoints are added or updated they can be automatically renamed. These settings determine how automatic renaming is applied:

-~}
H SOFTWARE Endpoint Name: @ ® | Use Endpoint Current Unique ID
Use Device Label Name
B SECURITY
Prefix: @
B DpaTABASE
Group Naming: @ Primary Group Name
B License
Deepest Sub-group Name
] REMOTE
Postfix: @
M VERSION
Rename Endpoints when: @ moved between groups

® | first discovered

Example Name: <Unique ID>

5. Click SAVE.
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Requesting Endpoint Certificates Using SCEP (Enterprise)

Simple Certificate Enrollment Protocol (SCEP) lets you simplify the retrieval and installation of digital
certificates by enabling devices to obtain certificates automatically from a SCEP server. Management
Console supports SCEP requests for different certificates on client and host endpoints.
Administrators of Management Console Enterprise can reference SCEP issued certificate information
from the dashboard and may now see certificate status of NOT APPLICABLE or NOT REQUESTED
from the ENDPOINTS page when the certificate status column is displayed.

SCEP requested certificate information can be viewed from the Dashboard, ENDPOINTS, and
ENDPOINT CERTIFICATES pages.

NEW CERTIFICATE RULE

D GROUPS “ | CAIDENTIFIER CERTIFICATE USAGE AUTO RENEWAL LAST UPDATED

1 ZC hitp://A————— CAldentifier 802.1x 0 2022-07-13 11:39 AM UTC

This topic covers creating, viewing, editing and deleting a certificate rule, and how to initiate a
certificate request using SCEP.

Upgrading to firmware 21.07

For deployments using SCEP issued certificates, Management Console must be upgraded to
version 21.07 or newer prior to upgrading firmware 21.07.

CONDITIONS FOR CERTIFICATE REQUESTS USING SCEP

The following conditions apply when performing a certificate request using SCEP:

+ See Obtaining Certificates Using SCEP for complete information on SCEP behaviors.

* SCEP certificate renewal requests occur sequentially in 1 hour intervals when the renewal setting
has been reached. The first request must successfully complete before renewal of the next
certificate is initiated. If unsuccessful, the renewal request for the first certificate is attempted
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again. Administrators should periodically review the validity period of the SCEP certificates to
ensure that renewals were successful and the certificates do not expire.

* The PColP endpoint must have NTP properly configured.

* The renewal period must be less than the validity period of the certificate.
« A certificate usage can be used once in a rule per group

* A group can only be associated with one certificate rule

* Management Console will display information for one certificate on the ENDPOINT DETAILS page.
You can review all certificates for an endpoint by reviewing the rules created on the ENDPOINTS
CERTIFICATE page that apply to your endpoint's group.

* Remote Workstation Cards must be running firmware 21.07 or newer
« Zero Clients running firmware prior to 21.07:
* Request 802.1x usage certificates only. Rules including Administrative Web Interface usage

certificates will not initiate the AWI certificate request but will initiate an included 802.1X
certificate request.

* The Request Certificate button will not activate if the rule is only for AWI certificate usage and
will display NOT APPLICABLE in the ENDPOINT page certificate status column.

+ Endpoints running firmware 21.07 or newer:

* Users can request all certificate usages available for that version of firmware
« Initially the status will show NOT REQUESTED on the ENDPOINTS page

* Users will have the information of only one certificate on the ENDPOINT DETAILS and
ENDPOINTS pages after completion of the request even if multiple certificates are requested.

7" Certificate status for SCEP certificate request times

The certificate status will update after the SCEP requests complete which usually takes between 5
to 20 minutes.
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SCEP Requested Certificate Usages

Certificate requests using SCEP are available for the following certificate uses:

+ 802.1X: Allows you to use SCEP to request a custom certificate to authenticate PColP endpoints in
your 802.1x configuration.

« Administrators Web Interface (AWI): Allows you to use SCEP to request a custom certificate to
access the Administrative Web Interface (AWI).

* Peer-to-peer Max Compatibility: Allows you to use SCEP to automatically request a custom
certificate that allows secure negotiation using any of the common cipher suites to offer flexibility
for your network security requirements.

* Peer-to-peer Suite B: Used in environments requiring Suite B cryptography. Allows you to use SCEP
to automatically request a custom certificate offering the greatest security for negotiating session
connections with a PColP endpoint.

- Syslog TCP/TLS: Certificates used to ensure a secure connection to your Syslog server.

Select the Syslog Connection Type according to your security policies. If using Syslog TCP/TLS
secure connections to your Syslog server, enable the Syslog Enable Metadata setting to tag every
syslog entry with the PColP Device Name and Generic Tag. Add the client certificate for TCP with
TLS syslog connections that require Mutual Authentication (Server and Client). See Syslog TCP/TLS
Authentication in the Uploading Certificates topic of the Zero Client Administrators' Guide.
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ENDPOINT CERTIRCATES ~ NEW

SAVE CANCEL DELETE

NEW CERTIHCATE RULE
Remate Werkstabon Cards SCEP requested certifcates introduced in frmware 21.07

Zero Clients using firmware prior to 21.07 cnly have B02.1x usage type and can request only one cerbificate

Groups: @ A
v
Reguest- o +
Usage Name- @ Select Usage Name v
Server URE- ©

Server Password: @

CA idertifier: @ A ldent

Auto Rerewal: @

6 Tip: Organize endpoints into groups

Endpoints into Groups.

Before you create an endpoint certificate, organize your endpoints into groups. See Organizing
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SCEP Feature Support Matrix

SCEP Issued Certificate Management Console Zero Client Remote Workstation
Improvements Version Firmware Card Firmware
802.1X certificate usage All Versions All Versions 21.07+

AWI Interface certificate usage 21.07+ 21.07+ 21.07+

Peer-to-peer Max Compatibility 22.04+ 22.01+ 22.01+

certificate usage

Peer-to-peer Suite B certificate 22.04+ 22.01+ 22.01+
usage
Automatic Renewal Period 22.04+ 22.01+ 22.01+

feature addition

Syslog TCP/TLS certificate 22.07+ 22.07+ 22.07+
usage

TO CREATE AN ENDPOINT CERTIFICATE RULE

1. Click ENDPOINT CERTIFICATES to display the CERTIFICATE MANAGEMENT window.
2. Click NEW CERTIFICATE RULE.

3. In the Groups field, click ADD to add a group that was set up on the ENDPOINTS page. If required,
you can remove a group by highlighting it and clicking REMOVE.

4. From the Request 1 tab, select the Certificate Usage.

5. In the Server URI, field, type the Uniform Resource Identifier (URI) of the SCEP server that is
configured to issue certificates for the group.

6. In the Server Password field, type the password for the SCEP server.

7. In the CA Identifier field, type the certification authority issuer identifier if your SCEP server
requires it (the CA Identifier is supported for devices running firmware 5.4 or later). A CA Identifier
is any string that is understood by the SCEP server (for example, a domain name).

8. Enter the Auto Renewal period in days. The default value is 0 (disabled).
9. Click + icon beside the Request 1 tab to add a different certificate usage request per rule.

10. Click SAVE.

You can add an additional SCEP request by selecting the plus tab. When all the different certificate
usages are configured, the plus tab no longer appears.
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TO VIEW AN ENDPOINT CERTIFICATE RULE

1. Click ENDPOINT CERTIFICATES to display the CERTIFICATE MANAGEMENT window.

2. Highlight the certificate rule you would like to edit or review rule details and click the View button.

ENDPOINT CERTIFICATES
PREV | EDIT
VIEW MANAGE CERTIFICATES

Groups test Certificate Usage 802.1x
Server UR| NEED: /A
CA Identifier CAldentifier
Auto Renewal: 6
Certificate Usage Administrative Web Interface
Server URI: TR —
CA Identifier: CAldentifier
Auto Renewal 200
Certificate Usage: Peer-2-Peer Suite B
Server URI THD S —— e
CA Identifier: CAldentifier
Auto Renewal: 500
Last Updated: 2022-07-14 06:09 AM UTC

From the view rule window, you can use the Next or Prev (previous) buttons to browse your rules
while looking at the details of each rule. In deployments with many rules, you can jump to a rule
using one of the drop down menus that display the first group of the groups used in each rule.

~ | PREV | EDIT | NEXT | «

Help Desk

Engineering

TO EDIT AN ENDPOINT CERTIFICATE RULE

1. Click ENDPOINT CERTIFICATES to display the CERTIFICATE MANAGEMENT window.
2. Highlight the certificate rule you would like to edit.
3. Click EDIT to revise an endpoint certificate rule.

4. Click Save after you are finished making your edits.

TO DELETE AN ENDPOINT CERTIFICATE RULE

1. Click ENDPOINT CERTIFICATES to display the CERTIFICATE MANAGEMENT window.

2. Highlight a certificate rule that you want to delete.
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3. Click DELETE.
4. Confirm your deletion by clicking DELETE in the DELETE CERTIFICATE RULE dialog box.

& Deleting SCEP certificate rules

You can also delete a SCEP certificate rule using the DELETE button while editing or creating a
rule.

INITIATING A CERTIFICATE REQUEST

Prior to requesting a certificate, a certificate rule for your endpoint must exist. If your endpoint is not
part of a group the rule is applied to, the request certificate button will be deactivated.

© | uncroed
EXPAND ALL ~—= PROFILE % | STRUCTURE % | ENDPOINTS % | ENDPOINT DISCOVERY SEARCH FILTER «}« | ¥ || REFRESH
AILS
NAME S& ENDI  powWER DOWN B PROFILE COMPL. CERTIFICATE S CERTIFICATE NAME CERTIFICATE RULE
VHH —
| REQUEST CERTIFICATE |
00-30-04-0F-06-C9 172.16.8.50 Teraz  GET ALL SETTINGS online) NO PROFILE Active 00-30-04-0F-06-C9,0U
EXPORT ALL
00-30-04-19-C0-83 172.16.30.113 TeraZ online) NO PROFILE Active pcoip-host-00300419c0.

EXPORT CURRENTLY VIEWED
CLEAR MANAGEMENT STATE

TO DEFAULT

You can use Management Console to request certificates for endpoints in 4 ways.

* Using the ENDPOINTS page

a. From the dashboard click ENDPOINTS.

b. Highlight your endpoint or group of endpoints, and click ENDPOINTS > REQUEST
CERTIFICATES.

* Using the Endpoints details page

a. From the dashboard click ENDPOINTS.
b. Highlight your endpoint and click ENDPOINTS > DETAILS.
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c. Click ENDPOINTS > REQUEST CERTIFICATES.
* Create a schedule

a. From the dashboard click SCHEDULE.
b. Select NEW SCHEDULE.
c. Select the Request Certificate type and all other schedule requirements for your schedule.

d. Click Save. The request will initiate at the set scheduled time.

See Managing Schedules for further details creating schedules.

« Create an auto configuration rule

a. From the dashboard click AUTO CONFIGURATION.
b. Click NEW RULE.

c. Ensure the Request Certificate checkbox is selected and configure all other values required for
your auto configuration.

d. Click Save.

See Auto Configuring Endpoints for further details creating auto configuration rules.
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Managing Schedules (Enterprise)

The PColP Management Console Enterprise lets you create schedules that are configured to run
either once, at a certain date and time, or repeatedly, over a specified time frame and at a specified
frequency. In this release, you can create schedules to apply a profile to one or more groups of
endpoints, to power down one or more groups of endpoints, or to perform a power reset on one or
more groups of endpoints.

Displaying Schedule Information

All configured schedules are displayed on the PColP Management Console’'s SCHEDULES page. You
can view information about schedules that have previously run by clicking the HISTORY tab. Any
configured schedules that have yet to run are also displayed on the PColP Management Console
dashboard in its UPCOMING SCHEDULES area.

SCHEDULES Page

This page contains a table showing all the schedules that are currently configured for the PColP
Management Console. You can create a new schedule from this page, or you can select a schedule

 oN |
from the table to view, edit, or delete. The All Schedules ON/OFF switch at the top of the

page lets you globally enable or disable all schedules at once.

Click the gear icon #* {0 the right of the table to change the information you want to display in the
table columns. Your customized settings are saved in your browser and will be used for any user who
subsequently logs in from that browser.

@ DASHBOARD | PEJ ENDPOINTS | &= PROFILE | [Z5] 4 AUTO CONFIGURATION E_\ ENDPOINT CERTIFICATES | £ SETTINGS

HISTORY

NEW SCHEDULE EW | EDIT | DELETE | AScheduies JRTIN )

= DESCRIPTION ACTION TYPE START END FREQUENCY

Accounting - Apply Updating profile for Accounting Profile Application 2019-04-24 04:30 PM UTC

SCHEDULES Page
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The HISTORY page provides a list of schedules that have previously run, along with pertinent

information about each one. All scheduled and manual activities will appear in the schedule history

(for example, profile applications, power downs and resets).

appear in the schedule history.

7" Note: Unscheduled events do not appear in schedule history

Events that are not scheduled, for example, profile updates driven by auto-configuration, do not

Click the gearicon #* {0 the right of the table to change the information you want to display in the

table columns. Your customized settings are saved in your browser and will be used for any user who

subsequently logs in from that browser.

SCHEDULES

NAME GROUP START LAST UPDATED RECURRING CTION FREQUENC PENDING N PROGRESS FAILED COMPLETED
Philip-sched1 T2LC 2015-08-04 04:19 PM UTC 0 0 0 0 il
BJ Tera2 Apply Tera2 2015-08-04 04:20 PM UTC 2015-08-04 04:20P... true Profile Appli... DAILY 0 0 0

Philip-sched1 T2LC, T2Quad 2015-08-04 04:25 PM UTC 0 0 0 0

Philip-sched1 T2LC, T2Quad 2015-08-04 04:29 PM UTC 0 0 0 0

Philip-sched1 T2LC, T2Quad 2015-08-04 04:33 PM UTC 0 0 0 0

Philip-sched1 T2LC, T2Quad 2015-08-04 04:35 PM UTC 0 0 0 0

Philip-sched1 T2LC, T2Quad 2015-08-04 04:38 PM UTC 0 0 0 0
«d | »l_l
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Creating a Schedule

7" Note: Help with settings

Click the ? button beside each field for help with any of the settings.

To create a schedule:

1. From the PColP Management Console’s top menu, click SCHEDULE.
2. Click NEW SCHEDULE.

3. Configure the settings as follows:

* Type: Select the type of schedule.

Caution: Using the Skip reboot when applying profile on endpoints check box

This option allows you to push the profile but skip rebooting the endpoint. However, for
new firmware to take affect, or for some settings to be applied, your endpoint must be
rebooted.

- Name: Enter a unique name for the schedule.
* Description: Enter a description for the schedule.
* Enabled: Toggle the status to ON.

* Groups: Click ADD, select one or more groups, and then click ADD again. The schedule will
operate on all the endpoints in any group you select. Use shift [+Click to select contiguous
elements and ctr1 [+Click to select non-contiguous elements.

* Scheduled Time Zone: Select the time zone for the start and end times when you want the
schedule to run.
For ease of management, set the time zone to the same time zone where the endpoint(s) are
located. The schedules table will show the schedule in the timezone that was selected and in
the Management Console users timezone.

- Start Time: Click the time zone widget and select the desired date, then click the clock widget
below the calendar and select the desired time.

* Recurrence: Select whether the schedule will run once or if it will recur over a period of time. If
it is recurring, you must also select end date and time and frequency information.
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SCHEDULE NEW

SAVE CANCEL DELETE

NEW SCHEDULE

Type: @ | Apply Profile ~ Skip reboot when applying profile on endpoints

Name: @ | Schedule Name

Description: @

Enabled: @ \ | OFF
Groups: ©
ADD REMOVE
Schedule Time Zone: @ @ (UTC+0:00) Europe/London LV
Start Time: @ | 2019-04-13 09:42 AM =
Recurrence: @ Run Once
® | Recurring
End Time: @ | 2019-04-20 09:42 AM =
Frequency: @ Daily
®  Weekly
Recurring: @ Monday Tuesday Wednesday
Thursday ® | Friday Saturday
Sunday

4. Click SAVE.

5. Click SCHEDULE in the navigation link at the top to return to the main page.
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Viewing Schedule Details
To view schedule details:

1. From the table on the SCHEDULES page, select the schedule you wish to view.
2. Click VIEW.

3. If desired, you choose to view the previous or next schedule in the list, or you can click EDIT to edit
the schedule.

4. Click SCHEDULE in the navigation link at the top to return to the main page.

Editing a Schedule
To edit a schedule:

1. From the table on the SCHEDULES page, select the schedule you wish to edit.
2. Click EDIT.

3. Change the schedule’s settings as desired.

4. Click SAVE.

5. Click SCHEDULE in the navigation link at the top to return to the main page.

Deleting a Schedule
To delete a schedule:

1. From the table on the SCHEDULES page, select the schedule you wish to delete.
2. Click DELETE.
3. At the message prompt, click DELETE.
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Hidden Endpoint Settings

Hidden OSD Menus and Settings

The PColP Zero Client can be further secured by hiding certain OSD menu options and by enabling
certain options via the Management Console. These configurations can not be done from the PColP
Zero Client OSD or AWI. An administrator can choose to hide OSD menu items, or activate features
like Local Administrative Password.

The profile settings that hide menus are found under the profile SECURITY section. Select and enable
one or all of the following options.

Hidden OSD Menu Entries

* Options/Configuration

* Options/Diagnostics

* Options/Information

* Options/User Settings

* Options/Password

* Hide the Options menu
* Options

« All Menus
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Hidden PColP Zero Client OSD User Setting Tab Entries:

« Options > User Settings > Certificate

* Options > User Settings > Mouse

* Options > User Settings > Keyboard

* Options > User Settings > Image

* Options > User Settings > Display Topology
« Options > User Settings > Touch Screen

* Options > User Settings > Tablet

* Options > User Settings > Region

« Options > User Settings > User Interface

n Hidden OSD Menu Entries ©: @  Hide Options->Configuration: Enable | &
Hide Options->Diagnostics: Enable | &
Hide Options->Information: Enable | &
Hide Options->User Settings: Enable | &
Hide Options->Password: Enable | &
Hide the Options menu: Enable | &
Hide all Menus: Enable | &

o Hidden OSD User Setting tab Entries ©: @  Hide User Settings-> Certificate: Enable | &
Hide User Settings->» Mouse: Enable | &
Hide User Settings-> Keyboard: Enable | &
Hide User Settings-> Image: Enable | &
Hide User Settings-> Display Enable | &
Topology:
Hide User Settings-> Touch Screen: Enable | &
Hide User Settings-> Tablet: Enable | &
Hide User Settings-> Region: Enable | &
Hide User Settings-> User Enable | &
Interface(Ul):

These are other profile settings that are not found on your PColP Zero Client or Remote Workstation
Card and sometimes not available by default:
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Enable Password Protection for OSD and AWI (occasionally not available as OEM default)

SECURITY
Set In Profile
Local Administrative Password: @  Keep Device Setting
Force Password Change on Next Login: @  Keep Device Setting
o Enable Password Protection for OSD and AWI ©: @ Enable | &

Password Protect User Settings for 0SD ©: @

Administrative Web Interface ©: @

Hotkey Parameter Reset: @

Hide Parameter Reset Hotkey Sequence: @

802.1X Security: @

802.1X Authentication Identity: @

802.1X Legacy Support ©: @

Management Console Interface ©: @

Hidden 0SD Menu Entries ©: 